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Synopsis

Insights proxy Container Image

Type/Severity

Security Advisory: Important

Topic

Initial GA Release of Red Hat Insights proxy

Description

The Insights proxy Container is used by the Insights proxy product RPM and serves as an

intermediary between cystomer systems in disconnected networks, air-gapped systems or systems

with no outside connections and Insights.

The Insights proxy routes all Red Hat Insights traffic through itself, providing a layer of privary and

security for disconnected customer systems.

Solution

The Insights proxy container image provided here is downloaded by the Red Hat Insights proxy

product RPM.

Before applying this update, make sure all previously released errata relevant to your system have
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been applied.

Fixes

(none)

CVEs

CVE-2024-52533 '

CVE-2025-4373 '

CVE-2025-49794 '

CVE-2025-49796 '

CVE-2025-6021 '

CVE-2025-6965 '

CVE-2025-7425 '

CVE-2025-8058 '

References

https://access.redhat.com/security/updates/classification/ '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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