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Synopsis

Red Hat OpenShift distributed tracing platform (Jaeger) 3.5.2 release

Type/Severity

Security Advisory: Important

Topic

Red Hat OpenShift distributed tracing platform (Jaeger) 3.5.2 has been released

Description

This release of the Red Hat OpenShift distributed tracing platform (Jaeger) provides security improvements.

Breaking changes:

Nothing

Deprecations:

Nothing

Technology Preview features:

Nothing

Enhancements:

Nothing

Bug fixes:

https://access.redhat.com/security/cve/CVE-2025-7425 '

https://access.redhat.com/security/cve/CVE-2025-8058 '

https://access.redhat.com/security/cve/CVE-2025-32415 '

Known issues:
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Partial system outage

About Red Hat

Nothing

Solution

For details on how to apply this update, refer to:

https://docs.redhat.com/en/documentation/openshift_container_platform/latest/html/operators/administrator-

tasks#olm-upgrading-operators '

Fixes

(none)

CVEs

CVE-2025-32415 '

CVE-2025-7425 '

CVE-2025-8058 '

References

https://access.redhat.com/security/updates/classification/ '

https://docs.redhat.com/en/documentation/openshift_container_platform/latest/html/distributed_tracing/distributed-

tracing-platform-jaeger '

The Red Hat security contact is secalert@redhat.com. More contact details at https://access.redhat.com/security/team/contact/.
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