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Synopsis

cert-manager Operator for Red Hat OpenShift 1.16.0

Type/Severity

Security Advisory: Important

Topic

cert-manager Operator for Red Hat OpenShift 1.16.0

Description

The cert-manager Operator for Red Hat OpenShift builds on top of Kubernetes, introducing

certificate authorities

and certificates as first-class resource types in the Kubernetes API. This makes it possible to provide

certificates-as-a-service to developers working within your Kubernetes cluster.

Solution

Before applying this update, make sure all previously released errata relevant to your system have

been applied.

The steps to apply the upgraded images are different depending on the installation plan approval

policy you used

when installing the cert-manager Operator for Red Hat OpenShift.
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A cookie is a small amount of data that is sent to your browser from a web

server and stored on your device. The cookie may be placed by Red Hat or by

an authorized third party.

When you use this site, Red Hat uses cookies and other technologies which

are necessary to enable the basic features of the site to function (Required

cookies). Subject to your preferences, Red Hat and its authorized partners

may also use cookies to analyze your use of the website to evaluate and

improve our performance, to improve our service to you and to personalize

your experience (Functional cookies) as well as advertising cookies to show

you ads that are more relevant to you (Advertising cookies). We honor the

preferences you select.

In addition to the services they provide to Red Hat, certain Red Hat

authorized partners may also use this data for their own purposes or for

targeted advertising. This activity may qualify as a "sale" or “targeted

advertising” under certain data protection laws. You can make choices using

the buttons below to allow or prevent such uses.

Accept default will keep your preferences set to accept all cookies (Required,

Functional and Advertising), which enables us to provide you a personalized

web experience and more relevant ads on third party websites. This means

that you allow our partners to collect and use this data.

Required Cookies only will set your cookie preferences to "Required Cookies"

only. This will prevent our partners from collecting and using this data but may

also prevent us from providing you a personalized web experience and more

relevant ads on third party websites. Cookie preferences will provide further

information and allow you to customize your cookie settings. Setting your

cookie preferences to "Required Cookies only" will opt you out of "sales" and

"targeted advertising".

Clearing your browser cookies may delete your cookie preferences. If you re-

visit this site after clearing browser cookies, you will need to reset your

preferences at that time. If you have set your browser’s global privacy
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If the approval policy is set to `Automatic`, then the Operator will be upgraded automatically

when there is a

new version of the Operator. No further action is required to upgrade. This is the default setting.

If you changed the approval policy to `Manual`, then you must manually approve the upgrade

to the Operator.

See https://docs.openshift.com/container-

platform/latest/security/cert_manager_operator/index.html ' for additional

information.

Fixes

(none)

CVEs

CVE-2024-12718 '

CVE-2025-4138 '

CVE-2025-4517 '

CVE-2025-49794 '

CVE-2025-49796 '

CVE-2025-5914 '

CVE-2025-6020 '

CVE-2025-6965 '

CVE-2025-7425 '

CVE-2025-8941 '

References

https://access.redhat.com/security/updates/classification/ '

https://docs.openshift.com/container-

platform/latest/security/cert_manager_operator/index.html '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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