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Synopsis

Important: Red Hat build of Quarkus 3.8.6.SP3 Security Update

Type/Severity

Security Advisory: Important

Topic

An update is now available for Red Hat build of Quarkus.

Red Hat Product Security has rated this update as having an important security impact.

A Common Vulnerability Scoring System (CVSS) base score, which

gives a detailed severity rating, is available for each vulnerability.

For more information, see the CVE links in the References section.

Description

This release of Red Hat build of Quarkus 3.8.6.SP3 contains security updates. For more information,

see the release notes

page listed in the References section.

Security Fix(es):

io.netty/netty-handler: SslHandler doesn't correctly validate packets, which can lead to a

native crash when using native SSLEngine (CVE-2025-24970)

io.quarkus/quarkus-rest: Quarkus REST Endpoint Request Parameter Leakage Due to Shared

Instance (CVE-2025-1247)
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Overview

Subscriptions Downloads Red Hat Console Get Support

Cookie Preferences and Opt-Out Rights
Your Choices About Cookies on this Site

A cookie is a small amount of data that is sent to your browser from a web

server and stored on your device. The cookie may be placed by Red Hat or by

an authorized third party.

When you use this site, Red Hat uses cookies and other technologies which

are necessary to enable the basic features of the site to function (Required

cookies). Subject to your preferences, Red Hat and its authorized partners

may also use cookies to analyze your use of the website to evaluate and

improve our performance, to improve our service to you and to personalize

your experience (Functional cookies) as well as advertising cookies to show

you ads that are more relevant to you (Advertising cookies). We honor the

preferences you select.

In addition to the services they provide to Red Hat, certain Red Hat

authorized partners may also use this data for their own purposes or for

targeted advertising. This activity may qualify as a "sale" or “targeted

advertising” under certain data protection laws. You can make choices using

the buttons below to allow or prevent such uses.

Accept default will keep your preferences set to accept all cookies (Required,

Functional and Advertising), which enables us to provide you a personalized

web experience and more relevant ads on third party websites. This means

that you allow our partners to collect and use this data.

Required Cookies only will set your cookie preferences to "Required Cookies"

only. This will prevent our partners from collecting and using this data but may

also prevent us from providing you a personalized web experience and more

relevant ads on third party websites. Cookie preferences will provide further

information and allow you to customize your cookie settings. Setting your

cookie preferences to "Required Cookies only" will opt you out of "sales" and

"targeted advertising".

Clearing your browser cookies may delete your cookie preferences If you re-
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io.quarkus:quarkus-resteasy: Memory Leak in Quarkus RESTEasy Classic When Client

Requests Timeout (CVE-2025-1634)

Solution

Before applying this update, make sure all previously released errata

relevant to your system have been applied.

For details on how to apply this update, refer to:

https://access.redhat.com/articles/11258 '

Affected Products

Red Hat build of Quarkus Text-Only Advisories x86_64

Fixes

BZ - 2344787 ' - CVE-2025-24970 io.netty:netty-handler: SslHandler doesn't correctly

validate packets which can lead to native crash when using native SSLEngine

BZ - 2345172 ' - CVE-2025-1247 io.quarkus:quarkus-rest: Quarkus REST Endpoint Request

Parameter Leakage Due to Shared Instance

BZ - 2347319 ' - CVE-2025-1634 io.quarkus:quarkus-resteasy: Memory Leak in Quarkus

RESTEasy Classic When Client Requests Timeout

CVEs

CVE-2025-1247 '

CVE-2025-1634 '

CVE-2025-24970 '

References

https://access.redhat.com/security/updates/classification/#important '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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