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Synopsis

Red Hat OpenShift Dev Spaces 3.24.0 Release.

Type/Severity

Security Advisory: Important

Topic

Red Hat OpenShift Dev Spaces 3.24.0 has been released.

Description

Red Hat OpenShift Dev Spaces provides a cloud developer workspace server and a browser-based

IDE built for teams and organizations. Dev Spaces runs in OpenShift and is well-suited for container-

based development.

The 3.24 release is based on Eclipse Che 7.109 and uses the DevWorkspace engine to provide

support for workspaces based on devfile v2.1 and v2.2.

Users still using the v1 standard should migrate as soon as possible.

https://devfile.io/docs/2.2.0/migrating-to-devfile-v2 ' Dev Spaces supports OpenShift EUS

releases v4.14 and higher. Users are expected to update to supported OpenShift releases in order to

continue to get Dev Spaces updates.

https://access.redhat.com/support/policy/updates/openshift#crw '
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Solution

Before applying this update, make sure all previously released errata relevant to your system have

been applied.

For details on how to apply this update, refer to:

https://access.redhat.com/articles/11258 '

Fixes

CRW-9549 ' - DS 3.24.0 Overall Epic

CVEs

CVE-2021-35065 '

CVE-2022-25883 '

CVE-2022-3517 '

CVE-2022-46175 '

CVE-2025-41248 '

CVE-2025-41249 '

CVE-2025-55163 '

CVE-2025-59343 '

CVE-2025-9566 '

References

https://access.redhat.com/documentation/en-

us/red_hat_openshift_dev_spaces/3.24/html/administration_guide/installing-devspaces '

https://access.redhat.com/security/updates/classification/ '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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