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Synopsis

Red Hat OpenShift Data Foundation 4.18 security, enhancement & bug fix update

Type/Severity

Security Advisory: Moderate

Topic

Red Hat OpenShift Data Foundation 4.18 security, enhancement & bug fix update

Description

Red Hat OpenShift Data Foundation 4.18 security, enhancement & bug fix update.

Solution

Before applying this update, make sure all previously released errata

relevant to your system have been applied.

For details on how to apply this update, refer to:

https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.18/html/updating_openshift_data_foundation/updating-

ocs-to-odf_rhodf '

Fixes

DFBUGS-4125 ' - [Backport to 4.18.z][GSS]ocs-metrics-exporter OOMKills

DFBUGS-2796 ' - [4.18] [RDR] When globalnet is needed but it's not enabled, output shows this as a info

CVEs

CVE-2022-0155 '

CVE-2022-0536 '

CVE-2025-22150 '

CVE-2025-5889 '

CVE-2025-7195 '

References

https://access.redhat.com/security/updates/classification/ '
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Your Choices About Cookies on this Site

A cookie is a small amount of data that is sent to your browser from a web server and stored on your device.

The cookie may be placed by Red Hat or by an authorized third party.

When you use this site, Red Hat uses cookies and other technologies which are necessary to enable the

basic features of the site to function (Required cookies). Subject to your preferences, Red Hat and its

authorized partners may also use cookies to analyze your use of the website to evaluate and improve our

performance, to improve our service to you and to personalize your experience (Functional cookies) as well

as advertising cookies to show you ads that are more relevant to you (Advertising cookies). We honor the

preferences you select.

In addition to the services they provide to Red Hat, certain Red Hat authorized partners may also use this

data for their own purposes or for targeted advertising. This activity may qualify as a "sale" or “targeted

advertising” under certain data protection laws. You can make choices using the buttons below to allow or

prevent such uses.

Accept default will keep your preferences set to accept all cookies (Required, Functional and Advertising),

which enables us to provide you a personalized web experience and more relevant ads on third party

websites. This means that you allow our partners to collect and use this data.

Required Cookies only will set your cookie preferences to "Required Cookies" only. This will prevent our

partners from collecting and using this data but may also prevent us from providing you a personalized web

experience and more relevant ads on third party websites. Cookie preferences will provide further

information and allow you to customize your cookie settings. Setting your cookie preferences to "Required

Cookies only" will opt you out of "sales" and "targeted advertising".

Clearing your browser cookies may delete your cookie preferences. If you re-visit this site after clearing

browser cookies, you will need to reset your preferences at that time. If you have set your browser’s global

privacy settings, then we recognize the global privacy settings from your browser.

Accept defaultAccept default Required Cookies onlyRequired Cookies only
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The Red Hat security contact is secalert@redhat.com. More contact details at https://access.redhat.com/security/team/contact/.
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