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Synopsis

OpenShift File Integrity Operator bug fix and enhancement update

Type/Severity

Security Advisory: Low

Topic

An updated OpenShift File Integrity Operator image that fixes various bugs and adds new

enhancements is now available for the Red Hat OpenShift Enterprise 4 catalog.

Description

The OpenShift File Integrity Operator v1.3.8 is now available.

See the documentation for bug fix information:

https://docs.openshift.com/container-platform/latest/security/file_integrity_operator/file-integrity-

operator-release-notes.html '

Solution

Before applying this update, make sure all previously released errata relevant to your

system have been applied. For details on how to apply this update, refer to:

 RHSA-2025:23542 - Security AdvisoryRed Hat Product Errata
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Partial system outage

https://docs.openshift.com/container-platform/latest/updating/updating_a_cluster/updating-

cluster-cli.html '

Fixes

CMP-3757 ' - aide-fileintegrity-xxx pods are getting in terminating state even after restart

CVEs

CVE-2025-7195 '

References

https://access.redhat.com/security/updates/classification/ '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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