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Overview

Synopsis

Important: Red Hat build of Quarkus 3.15.4 release and security update

Type/Severity

Security Advisory: Important

Topic

An update is now available for Red Hat build of Quarkus.

Red Hat Product Security has rated this update as having a security impact of Important. A Common
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available
for each vulnerability. For more information, see the CVE links in the References section.

Description

This release of Red Hat build of Quarkus 3.15.4 includes the following CVE fix:

e io.smallrye/smallrye-fault-tolerance-core: SmallRye Fault Tolerance [quarkus-3.15] (CVE-
2025-2240)

For more information, see the release notes page listed in the References
section.
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Solution

Before applying this update, make sure all previously released errata
relevant to your system have been applied.

For details on how to apply this update, refer to:

https://access.redhat.com/articles/11258 &

Affected Products

¢ Red Hat build of Quarkus Text-Only Advisories x86_64

Fixes
« QUARKUS-5849 & - Downgrade Kafka to version 3.7.1

when copied from the host to the container image.
« QUARKUS-5832 & - Upgrade to Hibernate ORM 6.6.7.Final

Securityldentity roles
« QUARKUS-5800 & - Revert "[oracle-jdbc] Remove unnecessary conditionals from

@BuildSteps in the Oracle JDBC extension”
« QUARKUS-5799 B - Fix: trust store config is overwritten by key store config while certificate

reloading
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¢ QUARKUS-5798 D’ - fix: possible NPE if data has not been set yet

subresources
« QUARKUS-5778 B - Docs: Correct word form in Native Applications Tips

connection
e QUARKUS-5776 & - Fix local proxy handling in REST Client module

8.0.2.Final
e QUARKUS-5773 B - Ensure that jakarta json types can be deserialized in native mode

parameters; add grpc test
» QUARKUS-5771 @ _ Ensure request body is consumed so that multipart requests with large

payloads never hang when exception happens before body is consumed
¢ QUARKUS-5770 D’ - Qute message bundles: fix localization of enums

" @PreAuthorize™ security annotation on SpringWeb endpoints
. QUARKUS—5766 D} - Fixed an issue where annotations were not part of the Jandex index, if

given in an external JAR
¢ QUARKUS-5765 D/ - Ensure that all our handlers extend * ExtHandler®
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¢ QUARKUS-5762 E'/' - Micrometer exemplars on HTTP

References

¢ https://access.redhat.com/security/updates/classification/#important [
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