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Overview

Synopsis

Moderate: Red Hat JBoss Enterprise Application Platform 8.0.7 security update

Type/Severity

Security Advisory: Moderate

Topic

A security update is now available for Red Hat JBoss Enterprise Application Platform 8.0. Red Hat
Product Security has rated this update as having a security impact of Moderate. A Common
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available
for each vulnerability from the CVE link(s) in the References section.

Description

Red Hat JBoss Enterprise Application Platform 8 is a platform for Java applications based on the
WildFly application runtime. This release of Red Hat JBoss Enterprise Application Platform 8.0.7
serves as a replacement for Red Hat JBoss Enterprise Application Platform 8.0.6, and includes bug
fixes and enhancements. See the Red Hat JBoss Enterprise Application Platform 8.0.7 Release
Notes for information about the most significant bug fixes and enhancements included in this
release.

Security Fix(es):

o org.wildfly/wildfly-elytron-oidc-client-subsystem: OIDC Authorization Code Injection (CVE-
2024-12369)
o org.wildfly.core/wildfly-server: Wildfly improper RBAC permission (CVE-2025-23367)
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For more details about the security issue(s), including the impact, a CVSS score, acknowledgments,
and other related information, refer to the CVE page(s) listed in the References section.

Solution

Before applying the update, make sure all previously released errata relevant to your system have
been applied. Also, back up your existing installation, including all applications, configuration files,
databases and database settings. For details on how to apply this update, refer to:
https://access.redhat.com/articles/11258 &

Affected Products

e JBoss Enterprise Application Platform Text-Only Advisories x86_64

Fixes
e BZ-2331178 @ - CVE-2024-12369 elytron-oidc-client: OIDC Authorization Code Injection

permission
« JUBEAP-28663 B - [QE](8.0.z2) WFCORE-6644 - Upgrade log4j2 from 2.19.0 to 2.22.1.redhat-

redhat-00001
« JBEAP-28846 4 - [GSS](8.0.2) Upgrade Hibernate from 6.2.32.Final-redhat-O0001 to

6.2.35.Final-redhat-00001
« JBEAP-288471 - (8.0.z) Upgrade WildFly Core from 21.0.14.Final-redhat-O0001 to

21.0.15.Final-redhat-00001
« JBEAP-28900 & - [GSS](8.0.z) Update Mojarra from 4.0.7.redhat-00001 to 4.0.10.redhat-

x.X.x in EAP 8.0 Update 7
« JBEAP-28961H - (8.0.z) Upgrade Elytron from 2.2.7.Final-redhat-O0001 to 2.2.8.Final-

redhat-00001
« JBEAP-28990 - [GSS](8.0.z) ELY-2874 - Upgrade Elytron 2.2.x's SSHD dependency to

org.glassfish:jakarta.enterprise.concurrent:3.0.1 to address intermittent TCK failures
o JBEAP-29439 - (8.0.z) Upgrade Mojarra from 4.0.10.redhat-00001 to 4.0.11.redhat-00001

3.0.13.Final-redhat-00001
« JBEAP-29483H - [GSS](8.0.z2) HHH-18027 - Delete/Update statement with IN clause fails

on second invocation
« JBEAP-29555E - (8.0.2) Upgrade jboss-eap-installation-manager (prospero) to 1.1.17.Final
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CVEs
e CVE-2024-12369HE

References

¢ https://access.redhat.com/security/updates/classification/#moderate o
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