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Synopsis

A Subscription Management tool for finding and reporting Red Hat product usage

Type/Severity

Security Advisory: Moderate

Topic

A Subscription Management tool for finding and reporting Red Hat product usage

Description

Red Hat Discovery, also known as Discovery, is an inspection and reporting tool that finds, identifies,

and reports environment data, or facts, such as the number of physical and virtual systems on a

network, their operating systems, and relevant configuration data stored within them. Discovery also

identifies and reports more detailed facts for some versions of key Red Hat packages and products

that it finds in the network.

Solution

The containers required to run Discovery can be installed through discovery-installer RPM. See the

official documentation for more details.
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Fixes

(none)

CVEs

CVE-2023-4752 '

CVE-2024-12087 '

CVE-2024-12088 '

CVE-2024-12133 '

CVE-2024-12243 '

CVE-2024-12747 '

CVE-2024-35195 '

CVE-2024-52005 '

CVE-2024-8176 '

CVE-2025-0938 '

CVE-2025-24528 '

CVE-2025-26465 '

References

https://access.redhat.com/security/updates/classification/ '

https://docs.redhat.com/en/documentation/subscription_central/1-latest/#Discovery '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.

Quick Links

Help

Site Info

Related Sites

4/17/26, 11:06 PM RHSA-2025:8385 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2025:8385 2/3

https://access.redhat.com/security/cve/CVE-2023-4752
https://access.redhat.com/security/cve/CVE-2023-4752
https://access.redhat.com/security/cve/CVE-2023-4752
https://access.redhat.com/security/cve/CVE-2024-12087
https://access.redhat.com/security/cve/CVE-2024-12087
https://access.redhat.com/security/cve/CVE-2024-12087
https://access.redhat.com/security/cve/CVE-2024-12088
https://access.redhat.com/security/cve/CVE-2024-12088
https://access.redhat.com/security/cve/CVE-2024-12088
https://access.redhat.com/security/cve/CVE-2024-12133
https://access.redhat.com/security/cve/CVE-2024-12133
https://access.redhat.com/security/cve/CVE-2024-12133
https://access.redhat.com/security/cve/CVE-2024-12243
https://access.redhat.com/security/cve/CVE-2024-12243
https://access.redhat.com/security/cve/CVE-2024-12243
https://access.redhat.com/security/cve/CVE-2024-12747
https://access.redhat.com/security/cve/CVE-2024-12747
https://access.redhat.com/security/cve/CVE-2024-12747
https://access.redhat.com/security/cve/CVE-2024-35195
https://access.redhat.com/security/cve/CVE-2024-35195
https://access.redhat.com/security/cve/CVE-2024-35195
https://access.redhat.com/security/cve/CVE-2024-52005
https://access.redhat.com/security/cve/CVE-2024-52005
https://access.redhat.com/security/cve/CVE-2024-52005
https://access.redhat.com/security/cve/CVE-2024-8176
https://access.redhat.com/security/cve/CVE-2024-8176
https://access.redhat.com/security/cve/CVE-2024-8176
https://access.redhat.com/security/cve/CVE-2025-0938
https://access.redhat.com/security/cve/CVE-2025-0938
https://access.redhat.com/security/cve/CVE-2025-0938
https://access.redhat.com/security/cve/CVE-2025-24528
https://access.redhat.com/security/cve/CVE-2025-24528
https://access.redhat.com/security/cve/CVE-2025-24528
https://access.redhat.com/security/cve/CVE-2025-26465
https://access.redhat.com/security/cve/CVE-2025-26465
https://access.redhat.com/security/cve/CVE-2025-26465
https://access.redhat.com/security/updates/classification/
https://access.redhat.com/security/updates/classification/
https://access.redhat.com/security/updates/classification/
https://docs.redhat.com/en/documentation/subscription_central/1-latest/#Discovery
https://docs.redhat.com/en/documentation/subscription_central/1-latest/#Discovery
https://docs.redhat.com/en/documentation/subscription_central/1-latest/#Discovery
mailto:secalert@redhat.com
https://access.redhat.com/security/team/contact/
https://redhat.com/en
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://x.com/RedHat
https://x.com/RedHat


Partial system outage

About Red Hat

Jobs

Events

Locations

Contact Red Hat

Red Hat Blog

Inclusion at Red Hat

Cool Stuff Store

Red Hat Summit

© 2026 Red Hat

Privacy statement

Terms of use

All policies and guidelines

Digital accessibility

Cookie Preferences and Opt-Out Rights

4/17/26, 11:06 PM RHSA-2025:8385 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2025:8385 3/3

https://status.redhat.com/
https://redhat.com/
https://redhat.com/
https://redhat.com/en/about/company
https://redhat.com/en/jobs
https://redhat.com/en/events
https://redhat.com/en/about/office-locations
https://redhat.com/en/contact
https://redhat.com/en/blog
https://www.redhat.com/en/about/our-culture/inclusion
https://coolstuff.redhat.com/
https://www.redhat.com/en/summit
https://redhat.com/en/about/privacy-policy
https://redhat.com/en/about/terms-use
https://redhat.com/en/about/all-policies-guidelines
https://redhat.com/en/about/digital-accessibility

