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Synopsis

Red Hat OpenShift Pipelines Release 1.16.4

Type/Severity

Security Advisory: Important

Topic

The 1.16.4 GA release of Red Hat OpenShift Pipelines Operator.. For more details see [product

documentation](https://docs.redhat.com/en/documentation/red_hat_openshift_pipelines). '

Description

The 1.16.4 release of Red Hat OpenShift Pipelines Operator.

Solution

Red Hat OpenShift Pipelines is a cloud-native, continuous integration and continuous delivery

(CI/CD) solution based on Kubernetes resources. It uses Tekton building blocks to automate

deployments across multiple platforms by abstracting away the underlying implementation details.

Tekton introduces a number of standard custom resource definitions (CRDs) for defining CI/CD

pipelines that are portable across Kubernetes distributions.
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Fixes

SRVKP-7653 ' - [release-v1.16.x] Update the Pipelines Dynamic Plugin to use the new

Dedicated API endpoints

SRVKP-7077 ' - [Pipelines 1.16] Permission Denied issue while using Buildah with OpenShift

Pipelines 1.15

CVEs

CVE-2024-21536 '

CVE-2024-11831 '

CVE-2024-48949 '

References

https://docs.redhat.com/en/documentation/red_hat_openshift_pipelines '

https://access.redhat.com/security/updates/classification/ '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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