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Overview

Updated Images

Synopsis

Important: Release of OpenShift Serverless Logic 1.36.0 security update & enhancements

Type/Severity

Security Advisory: Important

Topic
Release of OpenShift Serverless Logic 1.36.0

Red Hat Product Security has rated this update as having a security impact of Important. A Common
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available
for each vulnerability from the CVE link(s) in the References section.

Description

This release includes CVE bug fixes:

o CVE-2024-12718 python3-libs-3.6.8-69.e18_10.x86_64 platform-python-3.6.8-
69.el8_10.x86_64 RHSA-2025:10128

o CVE-2025-30749 java-17-openjdk-devel-17.0.15.0.6-2.e18.x86_64 java-17-openjdk-17.0.15.0.6-
2.el8.x86_64 java-17-openjdk-headless-17.0.15.0.6-2.el8.x86_64 RHSA-2025:10867

o CVE-2025-40778 python3-bind-9.11.36-16.e18_10.4.noarch bind-license-9.11.36-
16.el8 10.4.noarch bind-libs-9.11.36-16.el8 10.4.x86_64 bind-libs-lite-9.11.36-
16.el8_10.4.x86_64 bind-utils-9.11.36-16.e18_10.4.x86_64 RHSA-2025:19835
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o CVE-2025-4138 platform-python-3.6.8-69.el8_10.x86_64 python3-libs-3.6.8-
69.el8_10.x86_64 RHSA-2025:10128

o CVE-2025-4517 python3-libs-3.6.8-69.el8_10.x86_64 platform-python-3.6.8-
69.el8_10.x86_64 RHSA-2025:10128

e CVE-2025-49794 libxml2-2.9.7-19.e18_10.x86_64 RHSA-2025:10698

e CVE-2025-49796 libxml2-2.9.7-19.e18_10.x86_64 RHSA-2025:10698

e CVE-2025-50059 java-17-openjdk-devel-17.0.15.0.6-2.el8.x86_64java-17-openjdk-17.0.15.0.6-
2.e18.x86_64 java-17-openjdk-headless-17.0.15.0.6-2.el8.x86_64 RHSA-2025:10867

e CVE-2025-50106 java-17-openjdk-devel-17.0.15.0.6-2.el8.x86_64, java-17-openjdk-17.0.15.0.6-
2.e18.x86_64java-17-openjdk-headless-17.0.15.0.6-2.el8.x86_64 RHSA-2025:10867

e CVE-2025-58060 cups-libs-2.2.6-62.eI8_10.x86_64 RHSA-2025:15702

e CVE-2025-5914 libarchive-3.3.3-5.el8.x86_64 RHSA-2025:14135

e CVE-2025-59375 expat-2.2.5-17.el8_10.x86_64 RHSA-2025:21776

e CVE-2025-6020 pam-1.3.1-36.el8_10.x86_64 RHSA-2025:10027

e CVE-2025-6965 sqlite-libs-3.26.0-19.e18_9.x86_64 RHSA-2025:12010

e CVE-2025-7425 libxml2-2.9.7-19.e18_10.x86_64 RHSA-2025:12450

e CVE-2025-8941 pam-1.3.1-36.el8_10.x86_64 RHSA-2025:14557

Solution

Before applying this update, make sure all previously released errata
relevant to your system have been applied.

For details on how to apply this update, refer to:

https://access.redhat.com/articles/11258 &

Affected Products

¢ Red Hat Openshift Serverless 1 for RHEL 8 x86_64

¢ Red Hat OpenShift Serverless for IBM Power, little endian 1 for RHEL 8 ppc64le
¢ Red Hat OpenShift Serverless for IBM Z and LinuxONE 1for RHEL 8 s390x

¢ Red Hat Openshift Serverless for ARM 1for RHEL 8 aarch64

Fixes
« BZ-2370013 B - CVE-2024-12718 cpython: python: Bypass extraction filter to modify file

metadata outside extraction directory
« BZ-2370016 @ - CVE-2025-4517 python: cpython: Arbitrary writes via tarfile realpath

overflow
e BZ-2370861 L'} - CVE-2025-5914 libarchive: Double free at

archive_read_format_rar_seek_data() in archive_read_support_format_rar.c
e BZ-2372373H - CVE-2025-49794 libxml: Heap use after free (UAF) leads to Denial of

service (DoS)
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« BZ-2372385E - CVE-2025-49796 libxml: Type confusion leads to Denial of service (DoS)

symlinks to arbitrary targets outside extraction directory
e BZ-2372512 B - CVE-2025-6020 linux-pam: Linux-pam directory Traversal

CPU 2025-07)

e BZ-2379031 B _ CVE-2025-50106 openjdk: Glyph out-of-memory access and crash (Oracle
CPU 2025-07)

o BZ-2379274 B _ CVE-2025-7425 libxslt: Heap Use-After-Free in libxslt caused by atype

corruption in xmlAttrPtr
o BZ-2380149 L'/ - CVE-2025-6965 sqlite: Integer Truncation in SQLite

Handling
e BZ-2395108 B - CVE-2025-59375 expat: libexpat in Expat allows attackers to trigger large

dynamic memory allocations via a small document that is submitted for parsing
o BZ-2405827 'Z - CVE-2025-40778 bind: Cache poisoning attacks with unsolicited RRs
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