
Issued: 2026-04-28 Updated: 2026-04-28RHSA-2026:11388 - Security

Advisory

Synopsis

Important: xorg-x11-server security update

Type/Severity

Security Advisory: Important

Red Hat Lightspeed patch analysis

Identify and remediate systems affected by this advisory.

View affected systems '

Topic

An update for xorg-x11-server is now available for Red Hat Enterprise Linux 9.

Red Hat Product Security has rated this update as having a security impact of Important. A Common

Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available

for each vulnerability from the CVE link(s) in the References section.
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Description

X.Org is an open-source implementation of the X Window System. It provides the basic low-level

functionality that full-fledged graphical user interfaces are designed upon.

Security Fix(es):

xorg: xwayland: X.Org X server: Denial of Service via integer underflow in XKB compatibility

map handling (CVE-2026-33999)

xorg: xwayland: X.Org X server: Use-after-free vulnerability leads to server crash and potential

memory corruption (CVE-2026-34001)

xorg: xwayland: X.Org X server: Information exposure and denial of service via out-of-bounds

memory access (CVE-2026-34003)

For more details about the security issue(s), including the impact, a CVSS score, acknowledgments,

and other related information, refer to the CVE page(s) listed in the References section.

Solution

For details on how to apply this update, which includes the changes described in this advisory, refer

to:

https://access.redhat.com/articles/11258 '

Affected Products

Red Hat Enterprise Linux for x86_64 9 x86_64

Red Hat Enterprise Linux for IBM z Systems 9 s390x

Red Hat Enterprise Linux for Power, little endian 9 ppc64le

Red Hat Enterprise Linux for ARM 64 9 aarch64

Red Hat CodeReady Linux Builder for x86_64 9 x86_64

Red Hat CodeReady Linux Builder for Power, little endian 9 ppc64le

Red Hat CodeReady Linux Builder for ARM 64 9 aarch64

Red Hat CodeReady Linux Builder for IBM z Systems 9 s390x

Fixes

BZ - 2451106 ' - CVE-2026-33999 xorg: xwayland: X.Org X server: Denial of Service via

integer underflow in XKB compatibility map handling

BZ - 2451109 ' - CVE-2026-34001 xorg: xwayland: X.Org X server: Use-after-free

vulnerability leads to server crash and potential memory corruption

BZ - 2451113 ' - CVE-2026-34003 xorg: xwayland: X.Org X server: Information exposure and

denial of service via out-of-bounds memory access
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All systems operational

About Red Hat

Jobs

CVEs

CVE-2026-33999 '

CVE-2026-34001 '

CVE-2026-34003 '

References

https://access.redhat.com/security/updates/classification/#important '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.

Quick Links

Help

Site Info

Related Sites

4/29/26, 3:11 PM RHSA-2026:11388 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2026:11388 3/4

https://status.redhat.com/
https://redhat.com/
https://redhat.com/
https://redhat.com/en/about/company
https://redhat.com/en/jobs
https://access.redhat.com/security/cve/CVE-2026-33999
https://access.redhat.com/security/cve/CVE-2026-33999
https://access.redhat.com/security/cve/CVE-2026-33999
https://access.redhat.com/security/cve/CVE-2026-34001
https://access.redhat.com/security/cve/CVE-2026-34001
https://access.redhat.com/security/cve/CVE-2026-34001
https://access.redhat.com/security/cve/CVE-2026-34003
https://access.redhat.com/security/cve/CVE-2026-34003
https://access.redhat.com/security/cve/CVE-2026-34003
https://access.redhat.com/security/updates/classification/#important
https://access.redhat.com/security/updates/classification/#important
https://access.redhat.com/security/updates/classification/#important
mailto:secalert@redhat.com
https://access.redhat.com/security/team/contact/
https://redhat.com/en
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://x.com/RedHat
https://x.com/RedHat


Events

Locations

Contact Red Hat

Red Hat Blog

Inclusion at Red Hat

Cool Stuff Store

Red Hat Summit

© 2026 Red Hat

Privacy statement

Terms of use

All policies and guidelines

Digital accessibility

Cookie Preferences and Opt-Out Rights

4/29/26, 3:11 PM RHSA-2026:11388 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2026:11388 4/4

https://redhat.com/en/events
https://redhat.com/en/about/office-locations
https://redhat.com/en/contact
https://redhat.com/en/blog
https://www.redhat.com/en/about/our-culture/inclusion
https://coolstuff.redhat.com/
https://www.redhat.com/en/summit
https://redhat.com/en/about/privacy-policy
https://redhat.com/en/about/terms-use
https://redhat.com/en/about/all-policies-guidelines
https://redhat.com/en/about/digital-accessibility

