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Advisory

Synopsis

Red Hat Ceph Storage

Type/Severity

Security Advisory: Important

Topic

A new version of Red Hat build of Ceph Storage has been released

Description

The Red Hat Storage Ceph container images are based on the latest ubi9 base image and Ceph 8.1.

This release updates to the latest version.

Solution

The container images provided by this update can be downloaded from the

Red Hat container registry at registry.redhat.io using the "podman pull" command.

Fixes

BZ - 2380149 '

RHEL-89962 ' - Add sessions extension to SQLite
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BZ - 2396054 '

BZ - 2395108 '

BZ - 2392605 '

BZ - 2369242 '

BZ - 2294682 '

BZ - 2373234 '

BZ - 2402342 '

BZ - 2408891 '

RHEL-128538 ' - Rebase Python 3.9 in RHEL 9 to 3.9.25

BZ - 2401960 '

BZ - 2401962 '

BZ - 2379592 '

RHEL-136277 ' - tar --xattrs -xf failure

BZ - 2416904 '

BZ - 2416907 '

BZ - 2418711 '

BZ - 2425966 '

BZ - 2419455 '

BZ - 2419467 '

BZ - 2427726 '

BZ - 2416741 '

CVEs

CVE-2024-5642 '

CVE-2025-13601 '

CVE-2025-45582 '

CVE-2025-4598 '

CVE-2025-59375 '

CVE-2025-6069 '

CVE-2025-6075 '

CVE-2025-61984 '

CVE-2025-61985 '

CVE-2025-66418 '

CVE-2025-66471 '

CVE-2025-68973 '

CVE-2025-6965 '

CVE-2025-8291 '

CVE-2025-9230 '

CVE-2025-9714 '

CVE-2026-21441 '
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The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.
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