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Moderate: redhat-ds:11 security update
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Security Advisory: Moderate

Red Hat Lightspeed patch analysis
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An update for the redhat-ds:11 module is now available for Red Hat Directory Server 11.9 for RHEL 8.

Red Hat Product Security has rated this update as having a security impact of Moderate. A Common

Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available for

each vulnerability from the CVE link(s) in the References section.

https://access.redhat.com/errata/RHSA-2026:5514

1/3


https://console.redhat.com/insights/patch/advisories/RHSA-2026:5514
https://console.redhat.com/insights/patch/advisories/RHSA-2026:5514
https://console.redhat.com/insights/patch/advisories/RHSA-2026:5514
https://access.redhat.com/errata
https://access.redhat.com/errata
https://access.redhat.com/
https://access.redhat.com/management/
https://access.redhat.com/downloads/
https://console.redhat.com/
https://access.redhat.com/support/

4/10/26, 1:55 PM RHSA-2026:5514 - Security Advisory - Red Hat %& /7] =Rl
_I_l_\ [
iR
Red Hat Directory Server is an LDAPv3-compliant directory server. The suite of packages includes the

Lightweight Directory Access Protocol (LDAP) server, as well as command-line utilities and Web Ul
packages for server administration.

Additional Changes:

For detailed information on changes in this release, see the Red Hat Directory Server 11.9 for RHEL 8
Release Notes linked from the References section.
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For details on how to apply this update, which includes the changes described in this advisory, refer to:

https://access.redhat.com/articles/11258 &
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e Red Hat Directory Server 1.9 x86_64
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o BZ- 2423624_'?’_' - CVE-2025-14905 389-ds-base: 389-ds-base: Remote Code Execution and

Denial of Service via heap buffer overflow

CVE

« CVE-2025-14905 &
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o https://access.redhat.com/security/updates/classification/#moderate &
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