
Check Point Advisories
Sysax Multi Server SSH Username Buffer Overflow

Check Point
Reference:

CPAI-2012-375

Date
Published:

25 Nov 2012

Severity: Medium

Last Updated: Friday 29 May, 2026

Source:

Protection
Provided by:

Security Gateway

R75

Who is
Vulnerable?

Sysax Multi Server 5.53

Vulnerability
Description

A stack buffer overflow vulnerability has been reported in Sysax Multi
Server SSH Service.

Vulnerability
Details

The vulnerability is due to a boundary error when processing
authentication requests. A remote attacker can exploit this issue by
sending a specially crafted authentication request to the target.
Successful exploitation would allow an attacker to inject and execute
arbitrary code on the target.
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