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Release Notes for Allegra 9.0

Allegra 9.0 — Major Platform Update
Allegra 9.0 is a major release focused on improved administration, performance, and
security. The administration interface has been completely redesigned for significantly
more efficient configuration. At the same time, numerous optimizations deliver shorter

load times and a noticeably faster user experience. In addition, the security of the
entire platform has been further strengthened.

Highlights
New administration interface — The admin area has been completely
restructured with a new tree navigation, consistent page titles and subtitles, and

reorganized sections for Security, Authentication (OpenID providers), Email,
Integrations, and Server Configuration.

Microsoft Single Sign-On for Service Desk — SSO is now available for the

Service Desk application.

Wiki guest read access — Guest users can now access Wiki documents in read
mode.

Important: A new license key is required for this release.
Customers with an active maintenance contract should
contact sales@alltena.com. Please also clear your browser
cache after the update to ensure that all changes are loaded
correctly.
If you are using the Allegra Service Desk application, please
ensure it is updated as well to maintain compatibility.
Upgrading from Allegra 8 to 9 requires a fresh installation due
to fundamental architectural changes. See the migration guide
for details.
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Share and revoke shared links — Items can now be shared via link, and shared
links can be revoked at any time.

Dedicated Anonymous user level — A new dedicated user level for anonymous
access has been introduced, replacing the legacy guest-based approach.

Comprehensive security hardening — As part of our ongoing security efforts,
numerous improvements have been implemented across the entire application.

Java 21 and Spring Boot foundation — Allegra now runs on Java 21 with
Spring Boot as the application framework, This brings improved performance,

better monitoring capabilities, and long-term maintainability.

Improvements
[29877] Removed the “Connect to mail server before send” option for SMTP
server

[30124] Improved page loading and response time

[30177] Improved downloading of item attachments for videos

[30298] Updated Lucene search weights

[30303] Admin: item system list configured individually

[30304] Admin: improved LDAP configuration

[30306] Admin: log messages as separate view

[30308] Admin: split notifications config

[30309] Restructured email configuration (incoming, outgoing, Exchange, subject

templates, unknown sender handling)

[30456] Admin: localizations and icon fixes

[30457] Admin: SSO configuration

[30485] Enable SVG file uploads via configuration flag

[30510] Admin: moved “Allow email” master flag to UI

[30530] Consistent page titles and subtitles throughout administration

[30534] Email retry mechanism for mail sending

[30572] Reject email if the attachment is not in the allowed list

[30574] Added service for icon upload and download for generic entities

[30636] Admin: enabled local search for groups and organizational units

[30638] Admin: new Auth node with OpenID providers

[30689] Added link to license configuration in About dialog

[31077] Updated Wiki export templates copyright text

[31099] System lists now ordered alphabetically

[31107] Server status operational status improvements

[31119] Revalidated GitLab integration

[31135] Separated tree navigation buttons from grid action buttons for clarity

[31138] Access control to system list
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[31212] Added contrast setting for improved accessibility

[31219] Allow searching by workspace type in administration

[31225] Improved rich text boldness rendering

[31240] Refactored and improved the attachment whitelist

[31291] Icons in menu tree navigator

[31331] Improved export templates menu wording

[31420] Wiki inline templates should not be interchangeable

[31427] Merged Project Admin and Workspace admin roles for new instances;
allow optional 2FA

[31430] Service Desk: implemented WebSocket support

[31436] Service Desk: extended to support Bearer token authentication scheme

Bug Fixes
[24323] Removed LaTeX template nodes from Wiki export template editor

[29340] Images in text templates can now be accessed via Service Desk

[29363] Inline added attachment to internal comment no longer uploaded when

comment is not saved

[29393] Fixed blocking when opening the Server Status Log Messages view

[29677] Froala: image style now correctly considered at runtime

[29678] Froala in Firefox: table cell tooltip menu now works

[29679] Froala: fixed unnecessary “Unsaved changes” warning

[29688] Item now reloads after changing parent from item toolbar action

[29690] ALM application generic search now correctly redirects with search text

[29838] Cancel changing duration after responsible change now restores previous
responsible

[29839] Fixed creating item by drag-and-drop directly from Outlook

[29841] Fixed browser error when handling conflict during parallel editing

[29842] View item actions (private, archive, delete, choose parent) now trigger
item navigator reload

[29849] Fixed empty row in EmailAttachmentRemoveRegexps matching any file

name

[29850] Fixed copy item with “copy with history” and “copy with attachments” both
selected

[29851] Fixed creating item with inline attachment file

[29852] Fixed copy item with inline attachment

[29853] References to removed attachments are now removed from HTML code
created from email

[29860] Fixed opening subfilters in item navigator in Scrum app

[29861] Fixed JS errors in Manage teams view
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[29862] Fixed item navigator subfilter incorrect results

[29863] Fixed newly created item getting incorrect default state

[29864] Fixed item navigator flat view server-side error

[29875] Fixed Report Chart Earned Value chart

[29878] Fixed empty text remaining after setting From and Subject in sent item

email

[29879] Fixed column heading alignment in email sent from item detail

[29880] Fixed message when deleting inline image through Froala image browser

[29881] Fixed incorrect avatar for item navigator last executed filter

[29882] Fixed Report Chart “Number of items opened vs. closed” generating
empty page

[29884] Fixed multiple export/import issues affecting Excel, CSV, Word, PDF, and
Allegra native format

[29894] Fixed close item tab confirmation when email dialog is open

[29895] Fixed inline image src rewriting when sending global email with inline
image

[29897] Fixed Report “Change History/PDF” errors on server console

[29901] Fixed Help Desk user inline edit section avatar alignment

[29904] Comment field now renders Math after editing

[29905] Fixed wiki autosave interval not saved when registering new user as

admin

[29909] Fixed changing two-factor flag when editing existing user as admin

[29911] Fixed version control tab not loading commits

[29912] Fixed importing users from exported Excel file

[29913] Fixed report template editor download

[29914] Removed unnecessary scrollbar in global list import dialog

[29915] Fixed Admin Templates Filter table not rendering

[29918] Fixed print workflow

[29919] Fixed Wiki export template file management

[29920] Fixed deleting work-based resources

[29922] Fixed opening iCalendar URL

[29925] Wiki: document move from tree navigator now selects document in new
location

[29928] Fixed Wiki document “Add translation for” failure

[29929] Fixed database restore warnings

[29931] Fixed broadcast email inline images not rendered

[29932] Fixed adding the first document to an empty workspace via drag-and-drop

[29933] App main menu is now expanded by default

[29935] Fixed inconsistent watcher tab handling after removing user from editors
list
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[29938] Fixed Wiki autosave interval

[29993] Fixed icon caching

[29994] Fixed split view menu overflow not loading

[30084] Fixed Taskboard failure when “No value” column and grouping is selected

[30126] Fixed adding text template from item showing zero results

[30133] Fixed icons not vertically centered with text

[30138] Fixed item drag not working when no item is selected in flat list

[30151] Fixed cockpit tab delete wrong label in confirm message

[30152] Fixed Configure cockpit not working

[30155] Fixed .mov file uploads on items

[30165] Fixed encoding in rejected emails

[30173] Fixed label mistake in LDAP administration

[30178] Fixed comment not allowing a second non-image file drop

[30186] Fixed Lucene search not working after entity modification

[30195] Fixed email rejection using incorrectly established user locale

[30377] Fixed workspace generated avatars using wrong font

[30379] Guest users are no longer selectable as default manager or responsible
in workspace settings

[30450] Fixed inability to delete last empty release

[30466] Fixed release order getting messed up when adding releases

[30477] Fixed videos appearing not playable after a while

[30506] Fixed chart-based reports not working

[30539] Fixed scroll jump when renaming/assigning item masks

[30544] Fixed wrong default item type on workspace change

[30545] Fixed wrong validation of integer number field during inline editing

[30573] Fixed overflow Z-index issue in Froala comments submenu

[30626] Fixed scroll behavior in Safari

[30651] Fixed warning for maximum value grid columns not visible in item form

[30653] Fixed tab restoration

[30659] Fixed project admin last selected project not preserved; fixed project

templates

[30797] Fixed sort order of releases different in picker than in workspace
navigation

[30816] Fixed My Profile not opening

[30819] Fixed video upload into Froala editor

[30841] Fixed print item remaining selected after page reload in administration

[31054] Fixed deleting a user from user management when user-related tab is
open

[31072] Fixed license operation for guest users
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[31089] Fixed local filtering of assignable persons not highlighting in
groups/organizations

[31100] Fixed icon for item types of child items

[31134] Fixed item browser local filtering for Recurrence field

[31141] Fixed renaming an item attribute losing tree selection

[31145] Fixed item attribute reset from branch

[31154] Fixed deleting notification filter folder containing referenced filters

[31156] Fixed inconsistent minimum size in search

[31162] Fixed workspace navigator item tab export to Excel

[31166] Fixed card view column/group configuration rendering in workspace
navigator

[31173] Fixed guest user registration via email not validating license limitation

[31179] Fixed image upload failure for login page text

[31201] Fixed Gantt custom date inline editor resetting initial value

[31207] Fixed card view not working in person navigator

[31215] Fixed context menu on release configuration within workspace
configuration

[31226] Fixed wrong replacement tree for deleting notification filter folder

[31276] Fixed indented item collapsing

[31282] Fixed workflow pseudo user details not displayed correctly

[31295] Fixed inline filter settings lost upon adding a column

[31335] Fixed workspace type import not working

[31339] Fixed context menu for notification filter configuration

[31340] Fixed system roles flag change problem

[31394] Full text search in Wiki now includes folders

[31396] Fixed finding Wiki in non-Wiki applications when explicit Wiki item types
are selected

[31400] Fixed filter tree list icon for custom filter with association layout

[31407] Fixed attributes marked as “appear in filter” not added for Project/Release
queries

[31415] Fixed workflow configuration related issues

[31416] Fixed search by custom text

[31438] Fixed export to Excel failing due to invalid XML tag name

[31442] Fixed delay displayed when overwriting baseline with actual plan

[31450] Fixed migration from guest to anonymous user when “guest” is not the
last name

Security Fixes
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CVE/ZDI
CAN

Affected
Products CVSS Score + Vector Description

CVE-

2026-

11442

ZDI-

CAN-

28208

All

Allegra

versions

before

9.0 (all

7.x and

8.x

versions)

6.5 – Medium:

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

An

authenticated

user with low-

level

("intermediate")

privileges could

upload a crafted

report template

whose master-

file path

escaped the

template

directory,

allowing

arbitrary files on

the server to be

read. This could

expose sensitive

configuration

data and, in

turn, be

leveraged to

escalate

privileges.

Credits: Swagat

Kumar Mishra

working with

TrendAI Zero

Day Initiative

CVE-

2026-

11443

ZDI-

CAN-

28236

All

Allegra

versions

before

9.0 (all

7.x and

8.x

versions)

4.6 – Medium:

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:N

A user with low-

level privileges

could upload a

malicious SVG

attachment that

executed scripts

in the context of

the application

when

downloaded by

another user

(stored cross-

site scripting).

This could be

used to access

the session

cookies of any
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Christoph Friedrich

CEO Alltena GmbH

Christoph Friedrich is a computer scientist and certified
Project Management Professional. He has extensive
experience in the introduction and integration of project
management tools as well as the analysis and definition
of processes in project and service management.

CVE/ZDI
CAN

Affected
Products CVSS Score + Vector Description

user, including

administrators.

Credits: Bobby

Gould

(@bobbygould5)

of TrendAI Zero

Day Initiative
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