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View Source Details

MITRE ATT&CK Metasploit Module
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Log.in to add MITRE ATT&CK tag exploit/linux/http/mwebmin_backdoor

Add MITRE ATT&CK tactics and techniques that apply to this CVE.

Execution

Command and Scripting Interpreter VALIDATED

Command and Scripting Interpreter: Unix Shell VALIDATED

CISA KEV Listed Common in enterprise Easy to weaponize Gives privileged access Observed in ransomware attacks
Unauthenticated Vulnerable in default configuration
Description

An issue was discovered in Webmin <=1.920. The parameter old in password_change.cgi contains a command injection vulnerability.

Ratings & Analysis Vulnerability Details

Add Assessment
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Ratings
ATTACKER VALUE Very High
EXPLOITABILITY Very High

VERY HIGH

Webmin password_change.cgi Command Injection

ttp/wwwwebmin.com/exploithtml. The backdoor was introduced in a version that was “exploitable” in the default

This was a supply chain attack:
install. Version 1.890 is the money. Anything after requires a non-default setting.

Note that SourceForge installs are affected, but GitHub checkouts aren't.

ETA: Metasploit added an exploit module.
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