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baserCMS has multiple vulnerabilities including XSS.
If you are affected by this issue, please update to the new version as soon as

possible.

Target

baserCMS 5.0.0 - 5.2.2

Vulnerability

If these vulnerabilities are exploited, arbitrary scripts may be executed.

. i X |7
CVE-2026-30879: XSS in blog post editing N
CVE-2026-27697: SQL injection in blog post list baserCMS 5
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CVE-2026-30880: OS command injection in installer ERz. AYRLIHE

CVE-2026-32734: XSS in blog post editing, XSS in tag creation
CVE-2026-30877: OS command injection in core update function

CVE-2026-30878: Mail form submission bypass in Mail API Q basercms
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CVE-2026-21861: OS command injection in core update
CVE-2025-32957: RCE in database restoreRegarding
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Countermeasures

Update to the latest version of baserCMS
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