
0101 What this is aboutWhat this is about

libimobiledevice is the library that talks to iPhones from Linux and macOS. Itlibimobiledevice is the library that talks to iPhones from Linux and macOS. It

powers ifuse, GNOME file access, idevicecrashreport, Appium, MVT, and a pilepowers ifuse, GNOME file access, idevicecrashreport, Appium, MVT, and a pile

of forensic tools. It trusts the device on the other end of the wire. I wanted toof forensic tools. It trusts the device on the other end of the wire. I wanted to

know what happens when that device lies.know what happens when that device lies.

I wrote malicious AFC service peers, pointed them at every public API I couldI wrote malicious AFC service peers, pointed them at every public API I could

reach, and ran the whole thing under AddressSanitizer. Sixteen distinct issuesreach, and ran the whole thing under AddressSanitizer. Sixteen distinct issues

came out. Five got CVE IDs. The rest are real bugs but lower severity or hard tocame out. Five got CVE IDs. The rest are real bugs but lower severity or hard to

trigger cleanly enough for standalone advisories.trigger cleanly enough for standalone advisories.
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The library assumes the phone is honest. That assumption is the bugThe library assumes the phone is honest. That assumption is the bug

class.class.

0202 The five assigned CVEsThe five assigned CVEs

0303 CVE-2026-116258 — Heap overflow inCVE-2026-116258 — Heap overflow in
afc_receive_dataafc_receive_data
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Threat model:Threat model:

Host app (ifuse / GVFS / afcclient / Appium / MVT)Host app (ifuse / GVFS / afcclient / Appium / MVT)

    |    |

    v    v

libimobiledevice  <-- parsers that trust the peerlibimobiledevice  <-- parsers that trust the peer

    |    |

    v    v

usbmux / network transportusbmux / network transport

    |    |

    v    v

iOS service peer  <-- attacker controls this sideiOS service peer  <-- attacker controls this side
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CVE-2026-116258CVE-2026-116258  heap overflow   heap overflow inin AFC packet handling           AFC packet handling          HIGHHIGH

CVE-2026-116259CVE-2026-116259  memory corruption   memory corruption inin afc_get_device_info_key   afc_get_device_info_key  MEDIUMMEDIUM

CVE-2026-116260CVE-2026-116260  double   double freefree  inin service_receive                service_receive               CVSS 7.3CVSS 7.3

CVE-2026-116261CVE-2026-116261  uninitialized   uninitialized readread  inin afc_file_open            afc_file_open           MEDIUMMEDIUM

CVE-2026-116262CVE-2026-116262  heap overflow   heap overflow inin webinspector_receive_with_timeout   webinspector_receive_with_timeout  MEDIUMEDIU
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This is the main one. The AFC packet header has two 64-bit length fields:This is the main one. The AFC packet header has two 64-bit length fields:

entire_length and this_length. The client reads both from the wire, casts them toentire_length and this_length. The client reads both from the wire, casts them to

uint32_t, and uses one for uint32_t, and uses one for mallocmalloc  and the other for recv. No check that one is and the other for recv. No check that one is

smaller than the other. No check that the cast does not lose bits.smaller than the other. No check that the cast does not lose bits.

Send entire_length that gives a 16-byte allocation and this_length that asks forSend entire_length that gives a 16-byte allocation and this_length that asks for

8192 bytes of receive. ASAN catches the write immediately. Every API that reads8192 bytes of receive. ASAN catches the write immediately. Every API that reads

directory listings, device info, or file info hits this path — it is the widest reach ofdirectory listings, device info, or file info hits this path — it is the widest reach of

any finding in the set.any finding in the set.

There are two variants folded into this CVE. The truncation variant: entire_lengthThere are two variants folded into this CVE. The truncation variant: entire_length

= = 0x1000000280x100000028  truncates to  truncates to 0x280x28  after the u64→u32 cast while this_length after the u64→u32 cast while this_length

stays small — same overflow, different trigger. The underflow variant:stays small — same overflow, different trigger. The underflow variant:

entire_length < sizeof(AFCPacket) wraps the subtraction to a huge value. Bothentire_length < sizeof(AFCPacket) wraps the subtraction to a huge value. Both

hit the same code site, same fix.hit the same code site, same fix.
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entire_len = (entire_len = (uint32_tuint32_t)header.entire_length - )header.entire_length - sizeofsizeof(AFCPacket); (AFCPacket); // used f// used f

this_len   = (this_len   = (uint32_tuint32_t)header.this_length   - )header.this_length   - sizeofsizeof(AFCPacket); (AFCPacket); // used f// used f

buf = (buf = (charchar*)*)mallocmalloc(entire_len);(entire_len);

service_receive(clientservice_receive(client->->parent, buf, this_len, &recv_len); parent, buf, this_len, &recv_len); // writes past // writes past 
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ASAN output:ASAN output:

  WRITE of size   WRITE of size 81928192 at  at 0x5020000000600x502000000060

    #    #77 afc_receive_data  src/afc.c: afc_receive_data  src/afc.c:314314

    #    #88 afc_get_device_info  src/afc.c: afc_get_device_info  src/afc.c:574574

    0x5020000000600x502000000060  isis located  located 00 bytes after  bytes after 1616-byte region-byte region

  allocated by thread T0 here:  allocated by thread T0 here:

    #    #11 afc_receive_data  src/afc.c: afc_receive_data  src/afc.c:311311

  SUMMARY: heap-buffer-overflow  SUMMARY: heap-buffer-overflow
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0404 CVE-2026-116259 — Memory corruption inCVE-2026-116259 — Memory corruption in
afc_get_device_info_keyafc_get_device_info_key

afc_get_device_infoafc_get_device_info  returns key-value pairs as a null-terminated string list. returns key-value pairs as a null-terminated string list.

afc_get_device_info_keyafc_get_device_info_key  walks that list looking for a specific key and blindly walks that list looking for a specific key and blindly

dereferences *(ptr+1) for the value. If the peer sends an odd number of strings —dereferences *(ptr+1) for the value. If the peer sends an odd number of strings —

just "ModelNumber\0" with no following value — the walk hits the sentinel NULLjust "ModelNumber\0" with no following value — the walk hits the sentinel NULL

pointer.pointer.

strdupstrdup (NULL) is undefined behavior. On glibc it crashes in strlen. On other(NULL) is undefined behavior. On glibc it crashes in strlen. On other

allocators it might corrupt state silently. The peer just has to return an unpairedallocators it might corrupt state silently. The peer just has to return an unpaired

key in a well-formed AFC response — no length tricks needed, consistentkey in a well-formed AFC response — no length tricks needed, consistent

headers work fine.headers work fine.

T ERM I NA LT ERM I NA L COPY

11

22

33

44

55

66

forfor (ptr = kvps; *ptr; ptr++) { (ptr = kvps; *ptr; ptr++) {

        ifif (!strcmp(*ptr, key)) { (!strcmp(*ptr, key)) {

        *value =         *value = strdupstrdup(*(ptr + (*(ptr + 11));  ));  // ptr+1 is the NULL sentinel// ptr+1 is the NULL sentinel

                breakbreak;;

    }    }

}}
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Trigger:Trigger:

    constconst  charchar body[] =  body[] = "ModelNumber""ModelNumber";  ;  // just the key, no value after it// just the key, no value after it

    // send with consistent entire_length = this_length = sizeof(body) + hdr// send with consistent entire_length = this_length = sizeof(body) + hdr

Result: SEGV Result: SEGV inin  strlenstrlen called  called fromfrom  strdupstrdup —  — oror worse on non-glibc worse on non-glibc
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0505 CVE-2026-116260 — Double free inCVE-2026-116260 — Double free in
service_receive error pathservice_receive error path

This one has nothing to do with length confusion. On a This one has nothing to do with length confusion. On a service_receiveservice_receive

failure, the code frees buf and keeps going instead of returning. A few lines later,failure, the code frees buf and keeps going instead of returning. A few lines later,

the incomplete-receive check frees buf again. If the error and the length checkthe incomplete-receive check frees buf again. If the error and the length check

disagree, execution continues with a freed pointer — classic use-after-free.disagree, execution continues with a freed pointer — classic use-after-free.

Trigger is dead simple: send a valid header with consistent lengths, then closeTrigger is dead simple: send a valid header with consistent lengths, then close

the socket before sending the body. The peer does not need any special packetthe socket before sending the body. The peer does not need any special packet

construction. construction. CVSS 7.3CVSS 7.3 ..
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err = service_to_afc_error(service_receive(err = service_to_afc_error(service_receive(......, buf, this_len, &recv_len)), buf, this_len, &recv_len))

ifif (err  (err !=!= AFC_E_SUCCESS) { AFC_E_SUCCESS) {

        freefree(buf);          (buf);          // first free, afc.c:316 — no return!// first free, afc.c:316 — no return!

}}

ifif (recv_len  (recv_len <=<=  00) {) {

        freefree(buf);          (buf);          // second free, afc.c:325 — double-free// second free, afc.c:325 — double-free

        returnreturn  ......;;

}}
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ASAN:ASAN:

  attempting double-  attempting double-freefree on  on 0x5020000000500x502000000050

    #    #77 _int_free / tcache_put _int_free / tcache_put

    #    #99 afc_receive_data  afc.c: afc_receive_data  afc.c:325325   <- second    <- second freefree

  previously freed by thread T0 here:  previously freed by thread T0 here:

    #    #11 afc_receive_data  afc.c: afc_receive_data  afc.c:316316   <- first    <- first freefree

  allocated by thread T0 here:  allocated by thread T0 here:

    #    #11 afc_receive_data  afc.c: afc_receive_data  afc.c:311311
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0606 CVE-2026-116261 — Uninitialized heap read inCVE-2026-116261 — Uninitialized heap read in
afc_file_openafc_file_open

afc_file_openafc_file_open  copies 8 bytes from the response body into the file handle copies 8 bytes from the response body into the file handle

whenever bytes > 0. If the peer sends fewer than 8 bytes, the whenever bytes > 0. If the peer sends fewer than 8 bytes, the memcpymemcpy  reads reads

past the initialized portion. With a 1-byte body into a recycled past the initialized portion. With a 1-byte body into a recycled tcachetcache  chunk, chunk,

bytes 1 through 7 are stale freelist metadata — and that metadata becomes thebytes 1 through 7 are stale freelist metadata — and that metadata becomes the

file handle sent back on the next file handle sent back on the next afc_file_readafc_file_read  call. call.

This is the only finding where heap metadata actually travels back over the wireThis is the only finding where heap metadata actually travels back over the wire

in a normal protocol exchange. The peer gets stale heap pointers echoedin a normal protocol exchange. The peer gets stale heap pointers echoed

through through afc_file_readafc_file_read ..

0707 CVE-2026-116262 — Heap overflow inCVE-2026-116262 — Heap overflow in
webinspector_receive_with_timeoutwebinspector_receive_with_timeout

Outside the AFC protocol entirely. webinspector reassembles partial messagesOutside the AFC protocol entirely. webinspector reassembles partial messages

with unchecked with unchecked reallocrealloc  growth. Under allocator pressure or with a peer that growth. Under allocator pressure or with a peer that

feeds fragments without ever completing a message, the accumulation bufferfeeds fragments without ever completing a message, the accumulation buffer

grows unbounded. The grows unbounded. The reallocrealloc  return is not checked — NULL deref or heap return is not checked — NULL deref or heap

corruption depending on timing.corruption depending on timing.

Lower ASAN confidence than the AFC findings because it needs sustainedLower ASAN confidence than the AFC findings because it needs sustained

partial reassembly to trigger, but the code pattern is clear and the fix ispartial reassembly to trigger, but the code pattern is clear and the fix is
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ret = afc_receive_data(client, &data, &bytes);ret = afc_receive_data(client, &data, &bytes);

ifif ((ret  ((ret ==== AFC_E_SUCCESS)  AFC_E_SUCCESS) &&&& (bytes >  (bytes > 00) ) &&&& data) { data) {

        memcpymemcpy(handle, data, (handle, data, sizeofsizeof((uint64_tuint64_t));  ));  // always 8, even if bytes < // always 8, even if bytes < 

}}
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straightforward: check straightforward: check reallocrealloc , cap accumulation, reject oversized fragments., cap accumulation, reject oversized fragments.

0808 Bugs that did not get their own CVEBugs that did not get their own CVE

Eleven more issues came out of the audit. Some are real but fold into the fiveEleven more issues came out of the audit. Some are real but fold into the five

above as variants. Some need very specific conditions to trigger cleanly enoughabove as variants. Some need very specific conditions to trigger cleanly enough

for standalone advisories. Listing them here because they matter for patchingfor standalone advisories. Listing them here because they matter for patching

even if they do not get separate tracking.even if they do not get separate tracking.

0909 Affected softwareAffected software
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Folded into Folded into CVE-2026-116258CVE-2026-116258::

  u64→u32 truncation variant (AFC5)  u64→u32 truncation variant (AFC5)

  entire_length < header underflow variant  entire_length < header underflow variant

  unchecked   unchecked mallocmalloc  returnreturn  inin afc_receive_data afc_receive_data

Standalone but Standalone but notnot CVE-assigned: CVE-assigned:

  make_strings_list OOB   make_strings_list OOB readread ( (strdupstrdup past allocation, isolatable  past allocation, isolatable withwith pre pre

  make_strings_list NUL-flood   make_strings_list NUL-flood mallocmalloc (OOM on  (OOM on 3232-bit, hard to ASAN cleanly-bit, hard to ASAN cleanly

  afc_file_tell same   afc_file_tell same memcpymemcpy((88) pattern ) pattern asas file_open file_open

  property_list_service unbounded pktlen alloc (DoS,   property_list_service unbounded pktlen alloc (DoS, mallocmalloc  isis checked) checked)

  ostrace length alloc without   ostrace length alloc without NULLNULL check (soft fail) check (soft fail)

  debugserver   debugserver reallocrealloc growth without # terminator (ASAN alloc-size-too-bi growth without # terminator (ASAN alloc-size-too-bi

  debugserver   debugserver reallocrealloc-fail memory leak (CWE--fail memory leak (CWE-401401, folds into above), folds into above)

  reverse_proxy Connect parse (logic / SSRF-ish, weak ASAN signal)  reverse_proxy Connect parse (logic / SSRF-ish, weak ASAN signal)
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Directly affected by AFC CVEs:Directly affected by AFC CVEs:

  afcclient, ifuse, gvfs-afc, idevicecrashreport, idevicebackup2, Appium,   afcclient, ifuse, gvfs-afc, idevicecrashreport, idevicebackup2, Appium, 

Affected by plist/service-layer bugs:Affected by plist/service-layer bugs:
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1010 Disclosure statusDisclosure status

All five CVEs accepted and assigned. Coordinated disclosure. The primitives areAll five CVEs accepted and assigned. Coordinated disclosure. The primitives are

proven — heap overflow with controlled content and size, info leak with heapproven — heap overflow with controlled content and size, info leak with heap

metadata on the wire, double-free, NULL deref, and unbounded metadata on the wire, double-free, NULL deref, and unbounded reallocrealloc ..

Further exploitation research is ongoing.Further exploitation research is ongoing.

Each CVE is one root cause, one CWE, one patch site. The threat modelEach CVE is one root cause, one CWE, one patch site. The threat model

is shared; the bugs are not.is shared; the bugs are not.
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  lockdown, installation_proxy, backup/restore, diagnostics, house_arrest  lockdown, installation_proxy, backup/restore, diagnostics, house_arrest

Affected by non-AFC CVEs:Affected by non-AFC CVEs:

  idevicedebug* (debugserver), webinspector clients, reverse-proxy feature  idevicedebug* (debugserver), webinspector clients, reverse-proxy feature
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P R E S S  1 – 7  T O  J U M P  C H A P T E R S

«  T H E  P A T H  I S  L O N G ,  B U T  T H E  B U G S  A R E  S H O R T E R  »
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