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CUE-20826-73318: DAuth2 redirect URI mismatch

An OAuth code issued for callback A could be redeemed with callback B.

POST VIEW

ADDRESS

ABBBRAEERAL 25888

BBEBRBBEERAL 25894

ABBBRBBBRRL 288F5

ABBBRBBEEAAL 28986

HBBBABEAARL 28988

ABEBRAREAAL2BA1Y

HBBBRBBERAL2EAZ24

ABBBRABRERAL 2638

ABBBRBBBRARL 2BAGE

BBBBRBBBRAL2BA85

HBBBABEAABL28ABA

ABEBRAEERAL 2EA0C

ABBBRBBERAL 26853

RENDERED SOURCE HER

MARKDOWN

denforo 2.3.12 build 2831278 did not bind an ORAuthZ
authorization code to the redirect URI used during
authorization. A code issued for one registered callback could
be redeemed through another callback registered to the same

client.

Technical details

#Henforo stored the selected redirect URI on the 0OAuthRequest .
During token redemption, the server only checked uhether the
subnitted redirect uri appeared in the client's alloulist. It
did not compare that value with the URI attached to the

authorization request that issued the code.

Reproduction

1. Register callback A and callback B on the same client.
2. Authorize with callback H.

3. Exchange the resulting code uwhile sending callback B.

the returned token at /api/me .

Skip to debugger vieu



https://bombobombone.github.io/
https://bombobombone.github.io/

AAAAAAAAAAY 28CSE .
The token endpoint returned an access token, and the token

AAAABABAAAY 26 7B authenticated as the user who authorized through callback R.
B0PARARABAL 28CDF Impﬂl:t
v0aaaRRRaaLZ8LES An attacker with a valid authorization code and control of

another registered callback could redeem the code through that
ABEERRRRAAY 28LFC

callback. Relevant cases include abandoned endpoints and custom

ABEERRRRAAY 28CFF
URI schemes claimed by another application. The attack does not

il e 2 12 AHIER] bypass the requirement for a valid code.

#HenfForo 2.3.13 binds the submitted redirect URI to the

authorization request that produced the code.
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ABABAAAAAAL288A8 - 22 RENDERED LINES - 1679 UTF-8 BYTES IWM .WEB.OAUTH

.UEB.OAUTH - ADDRESSES ARE UTF-8 BYTE OFFSETS
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https://www.vulncheck.com/advisories/xenforo-oauth2-authorization-code-token-theft-via-redirect-uri-bypass
https://xenforo.com/community/threads/xenforo-2-3-13-and-add-ons-released-includes-security-fixes.239857/

