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C(VE-2826-73311: ODRAuth2
authorization code replay

The same Henforo OAuth authorization code could be redeemed more than once.
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ABEARARARAY 28F 6O Henforo 2.3.12 build 2831278 allowed the same OAuth2

e T . authorization code to be redeemed more than once. Each

: x86-64

- 3 MIH

HER

successful exchange created a separate access token and refresh-

ABBABRBRRRY28FCS token family.
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Technical details
ABABAAAAAAY 29862

grantAuthorizationCode(} loaded the code, checked isValid{} and

APBRRRARRAY 298D 1 created the tokens. It then returned the response without

AAAARARAAAL 29800 deleting the code or marking it as used. Two simultaneous

requests could also pass the validity check before either one
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finished.

ABBBRBBEERAL2916E

APPAPAARAAY291AB Reproduction

1. Complete an DAuthZ authorization flow and capture the token

AAAAAAAARRY4 29108
request.

2. 5end the request once and record the returned access and

ABEBRBEERAL 29251

refresh tokens.

Skip to debugger vieu

d the same request again with the same authorization code.


https://bombobombone.github.io/
https://bombobombone.github.io/

ARARRRARBAL2934 1 L. UEI"i'Fl_.I both access tokens at J"ElpiflfIE .

Both exchanges returned HTTP 28B8. The responses contained
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different access tokens and different refresh tokens for the
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sane user .
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8ABBAAAARAY293C9 Impact
ABEAOAAGAR4 29308 Anyone able to capture a complete valid token request could
replay it until the authorization code expired. Client

authentication and PRLCE material remained required uwhere

applicable. Every replay created another refresh-token family.

denforo 2.3.13 consumes the authorization code while issuing

tokens, including for concurrent exchanges.
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