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CUE-2826-73314: PayPal signature check bypass

An unsupported PayPal signature algorithm caused webhook verification to return

SUcCCcess.

POST VIEHW

ADDRESS

ABBARARARAL2EAAA

ABBARARARAY2EAGC

BBBHBREABRY 2EBEE

BBBHBRAAERY ZEBFF

ABBBRBRBRAY2E18D

ABBBRBRARAU2E213

BBBHBRAAARL2E219

BBBHBRAAARLZE231

ABBARARARAY2E262

ABBBRBRARAY2E26E

BBBRBRAAARYZ2E2A7

ABBRBRAAARY 2E2EC

RENDERED SOURCE HER

MARRDOWH

Henforo 2.3.12 build 2831278 treated an unsupported PayPal
uebhook signature algorithm as a successful verification. H
forged PAYMEWT.CAPTURE.COMPLETED callback extended a recurring

user upgrade without a PayPal signing key.

Technical details

PayPalRest : :verifylebhookSignature() mapped PARYPAL-AUTH-ALGO
through an alloulist containing SHA256uwithR5A . An unknoun value
left the Open55L algorithm unset. That branch logged that
verification had been skipped and returned true, allowing the

uebhook handler to process the event.

The relevant header was:

PAYPAL-AUTH-ALGO: definitely-not-a-real-algorithm

Reproduction

ate an active PayPal REST recurring user upgrade.
Skip to debugger vieu

ABBBRBRARAU2ES??


https://bombobombone.github.io/
https://bombobombone.github.io/

8888008888426 3FF 2. Build a PAYMENT.CAPTURE.COMPLETED callback for that purchase

context.

AAAAAARAAAY2EY3Y
3. 5et PAYPAL-AUTH-ALGD to an unsupported value and send the

B86688BBA8'2EH3A callback without a valid PayPal signature.

ARARAAAARRY2ELC 1
4. Check the user's upgrade expiry date.

AAAAAARAAAY 2EUCE )
The callback returned success and extended the recurring upgrade

by 38 days. The purchase values used by the callback were

APEARRRAAAY 2E524
available to the buyer through the upgrade and cancellation

PAPARARARAL2E52E
flous.

BBBAARAAARL 2ES3D

Impact

BBBHERAAARL 2ES5UH

A buyer could forge a completed-payment callback for their
ABARAAAARRY 2E552
purchase context and extend the related user upgrade uwithout a

valid PayPal signature.

#enforo 2.3.13 rejects unsupported algorithms and unavailable

cryptographic verification.
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