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(VE-2826-73315: PayPal certificate URL 55HF

A PayPal webhook header triggered an HTTP or HTTPS request to an attacker-selected URL.
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MARKDOWN

denforo 2.3.12 build 2831278 fetched the URL supplied in the
PayPal PAYPAL-CERT-URL webhook header without restricting its
destination. The request was issued before the callback's

signature had been authenticated.

Technical details

The PayPal REST webhook handler passed PRYPAL-CERT-URL directly
to its HTTP client. HTTP and HTTPS URLs were accepted. including

private addresses and hosts unrelated to PayPal.

PAYPAL-CERT-URL : https://listener.exanple/cert.pen

#enforo sent the GET request before parsing the response as a
certificate. Invalid certificate data caused later verification

to fail but did not prevent the outbound request.

Reproduction

1. S5tart an HTTP or HTTPS listener reachable from the HenfForo

Ver .

Skip to debugger vieu



https://bombobombone.github.io/
https://bombobombone.github.io/

AopAREARERAZFSY - 2 Send a PayPal REST uebhook request with PAYPAL-CERT-URL set to

ABPPRARAARY 2F 4BF the listener URL.

3. Observe the inbound GET request from the HenfForo host.
AAAAAARAAAY 2FLL2

ARBAARAAARL 2F 44T

Impact
i Ll i S An unauthenticated uebhook request could make the HenfForo server
AAAAAARAREY2FYSE issue HTTP or HTTPS GET requests to attacker-selected

destinations., including private network addresses.
ABEERRRAAAY2FL70

#HenfForo restricted certificate retrieval in 2.3.13.
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