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CUE-2826-73319: JavaScript
URI in dynamic redirects

A JavaScript URI passed same-host validation and executed after a confirmed redirect.

POST VIEU

ADDRESS

ABBBRABRERAL 32388

ABBBRBBEERARY 32396

ABBBRBBEBRRU323F 2

ABBBREAERAL 32443

ABABREBEAAAL 32480

ABABRBBRAAAL 324BH

HBEBRABRERARL324E9

ABBBREBERARY 32573

HBBBABAERABL3Z5E1

BBBBRBBEERARL325ED

ABABRRAEAAL 32641

ABABRBBRARAL 32682

REHNDERED SOURCE HER

MARKDOUWH

denforo 2.3.12 build 2831278 accepted a javascript: URI as a
sane-host redirect target. A logged-in user who opened an
attacker-prepared fFollow confirmation link and confirmed the

action executed JavaScript in the Henforo origin.

Technical details

The redirect validator used PHP's URL parser to compare the
supplied host with the board host but did not restrict the URI

scheme. The following payload passed that check:

javascript://board .exanple/#BAuindou .nane="narker "' ;void 8

PHP parsed board.example as the host, so Henforo's same-host
check accepted it. The brouser treated everything after // as a
Javabcript comment. #BA ended the comment, and the remaining

code ran wuhen Henforo assigned the value to windouw.location .

Reaaaduction
Skip to debugger vieu


https://bombobombone.github.io/
https://bombobombone.github.io/

AAAAAARAAAY 326F 1 . . .
1. Serve a Follou confirmation URL whose return target contains

AAAAARAAAAY 326F 7
the payload above.
AAAAAARAAAY 327 7E
2. Open the link in a browser with an authenticated HenfForo
AAAAAARAAAY327BB session.
3. Lonfirm the Follou action.
AAAARRAAAAY327EA
4. The brouser executes the JavaScript in the Henforo origin as
AAAARARRAAY327FL
it follous the redirect.
AAAAAARAAAY 32803
9PBAAARAAAY 32586 Impact
Ty An attacker could execute JavaScript in the context of a logged-

in Henforo user who opened the prepared link and confirmed the
action. The payload ran with the user's access to the board

origin.

denforo limited the accepted schemes in 2.3.13.
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#Henforo 2.3.13 release

ARABAAAAAAL323AA8 - 22 RENDERED LIMES - 1678 UTF-8 BYTES IM .UEB.HSS

.UEB.XS55 - ADDRESSES ARE UTF-8 BYTE OFFSETS

AU: IDLE VIEW: POST VIEHW


https://www.cve.org/CVERecord?id=CVE-2026-73319
https://github.com/BomboBombone/CVE-2026-73319
https://www.vulncheck.com/advisories/xenforo-xss-via-dynamic-redirect-handler
https://xenforo.com/community/threads/xenforo-2-3-13-and-add-ons-released-includes-security-fixes.239857/

