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CVE-2826-73321: Stack
overflou in BBCode parsing

Five thousand nested quote tags terminated a HenForo PHP worker with a stack overflouw.

POST VIEU

ADDRESS

ABEBRABEERAL 37888

BBBBRBBERAL37AG1

ABEBRAAERAL37RED

ABBBRABRERAL 3 7AFE

ABBEBRARERAL 37 16F

ABEBABEBABL37 10D

HBBBABERABL3722A

ABBBRBBERARL3725A

ABBBRABRERAL 37266

BBBBRBBERRY 37268

BBBBRBBBRARL372FE

ABBBRAAARAY 37 33E

REHNDERED SOURCE HER

MARKDOUWH

denforo 2.3.12 build 2831278 recursively parsed deeply nested
BBLode before enforcing its effective depth limit. A guest
request containing 5,888 nested [quote] tags caused the PHP

worker to terminate with a stack overflou.

Technical details

The parser already had a maximum-depth setting., but opening tags
accunulated recursively before Henforo enforced it. Normal
mnessage-length validation also happened after the parser had

built and walked the nested structure.

The approximately ?5S HB trigger repeated the following structure
5.888 times:

[quote]l[quotel[quote]. .. [/quotel[/quotel[/quotel

Reproduction

erate 5,888 nested opening [quote]l tags followed by the

Skip to debugger vieu
natching closing tags.



https://bombobombone.github.io/
https://bombobombone.github.io/

AREARAARAARIZI0N 2. Submit the payload to the guest-accessible BBLCode-to-HTHL
AAAARAAARRY373EA endpoint.

AAAAAARAARAY37YS2 .
3. MNonitor the HTIP response., Hpache error log, and worker

process.
ARBAARAAARL374A3

The request terminated the PHP worker with Hindous status

AOBABAABAARI7AFD BxC8PBARFD , the stack-overflow exception. Apache logged the exit

vagaREEARRLIZLFA and started a replacement worker.

BBBHBRAAARY375A9

Impact

ABBBRBRBRAL3?5AC

An unauthenticated requester could terminate a PHP worker uwith
ABARARBARRY37S1E

one request. Concurrent requests could temporarily consume the

available worker pool uhile Apache replaced the terminated

processes.

#enforo moved the effective depth limit ahead of recursive

parsing in 2.3.13.

References

CVE record

 PoC

VulnCheck advisory

#Henforo 2.3.13 release

ABRBORBAARAu37AAA - 22 RENMDERED LINES - 1698 UTF-8 BYTES IW .WEB.DOS

.UEB.DOS - ADDRESSES ARE UTF-8 BYTE OFFSETS
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