
     

Bug 2240246 (CVE-2023-5157) - CVE-2023-5157 mariadb: node crashes with Transport
endpoint is not connected mysqld got signal 6

Keywords:

Status: NEW

Alias: CVE-2023-5157

Product: Security Response

Component: vulnerability  

Version: unspecified

Hardware: All

OS: Linux

Priority: high

Severity: high

Target Milestone: ---

Assignee:

QA Contact:

Docs Contact:

URL:
Whiteboard:

Depends On: 2240552  2240553  2240554
2240555  2240556  2240557
  2240558   2240770

Blocks:   2240248

TreeView+ depends on / blocked

 

Reported: 2023-09-22 17:39 UTC by

Modified: 2024-11-15 08:27 UTC (History)

CC List: 6 users (show)

Fixed In Version: mariadb 10.3.36, mariadb
10.4.26, mariadb 10.5.17,
mariadb 10.6.9, mariadb 10.7.5,
mariadb 10.8.4

Clone Of:
Environment:
Last Closed:
Embargoed:
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 2023-09-22 17:39:27 UTC

Node crashes with Transport endpoint is not connected mysqld 
got signal 6.

References:
https://issues.redhat.com/browse/RHEL-5223

 2023-09-25 07:23:55 UTC

Please remove the Embargoed keyword in the title.

This issue is already open by upstream, so it doesn't make 
sense to have it embargoed here.

 2023-09-25 08:54:06 UTC

Created mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240552 ]

Dhananjay Arunesh

Lukas Javorsky

Dhananjay Arunesh
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Comment 11

Comment 13

Comment 14

Created mariadb:10.5/mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240553 ]

Created mariadb:10.6/mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240554 ]

Created mariadb:10.7/mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240555 ]

Created mariadb:10.8/mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240556 ]

Created mariadb:10.9/mariadb tracking bugs for this issue:

Affects: fedora-all [ bug 2240557 ]

 2023-09-27 21:03:38 UTC

Please reconsider the Fedora open bugs.

I've just checked the version we have in Fedora (10.5.21, 
10.6.14, 10.7.7, 10.8.6 and 10.9.4).
Upstream claims the CVE is fixed in the versions (10.5.17, 
10.6.9, 10.7.5, 10.8.4). They don't even mention the 10.9 
version is affected.

This means we have had our Fedora packages fixed for a long 
time and that these bugs didn't even have to be reported.
If there isn't another source proving otherwise, please close 
these bugs so they don't confuse us.

 2023-10-12 13:19:53 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9

Via RHSA-2023:5684 https://access.redhat.com/errata/RHSA-
2023:5684

 2023-10-12 13:25:49 UTC

Lukas Javorsky
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Comment 15

Comment 16

Comment 17

Comment 18

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8

Via RHSA-2023:5683 https://access.redhat.com/errata/RHSA-
2023:5683

 2023-11-08 15:34:27 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.4 Advanced Mission Critical 
Update Support
  Red Hat Enterprise Linux 8.4 Update Services for SAP 
Solutions
  Red Hat Enterprise Linux 8.4 Telecommunications Update 
Service

Via RHSA-2023:6821 https://access.redhat.com/errata/RHSA-
2023:6821

 2023-11-08 15:38:52 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.6 Extended Update Support

Via RHSA-2023:6822 https://access.redhat.com/errata/RHSA-
2023:6822

 2023-11-13 08:53:36 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.0 Extended Update Support

Via RHSA-2023:6883 https://access.redhat.com/errata/RHSA-
2023:6883

 2023-12-04 09:53:33 UTC

This issue has been addressed in the following products:

  Red Hat Software Collections for Red Hat Enterprise Linux 7

Via RHSA-2023:7633 https://access.redhat.com/errata/RHSA-
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     

2023:7633

Note
You need to log in before you can comment on or make changes to this bug.
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