4/3/26, 11:29 PM

2274767 - (CVE-2024-3727) CVE-2024-3727 containers/image: digest type does not guarantee valid type

SRE0OL 4

Bug 2274767 (CVE-2024-3727) - CVE-2024-3727 containers/image: digest type does not
guarantee valid type
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Product 13:00:54
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:3718 10-01
Product 17:30:39
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:4159 07-03
Product 11:42:30
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:4613 07-24
Product 18:53:21
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:4850 07-31
Product 00:29:38
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:4960 08-07
Product 10:52:18
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:5258 08-13
Product 00:38:31
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:5951 08-28
Product 16:28:58
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:6054 08-29
Product 18:30:58
Errata uTC
Red RHSA- 0 None None |None 2025-
Hat 2024:6122 02-25
Product 04:38:24
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:6708 09-16
Product 18:27:06
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:6824 09-24
Product 15:28:07
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:7164 09-26
Product 03:47:45
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:7174 10-02
Product 05:28:28
Errata UTC
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Red RHSA- 0 None None |None 2024-
Hat 2024:7182 10-02
Product 06:04:16
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:7187 10-03
Product 11:20:36
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:7922 10-16
Product 02:40:35
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:7941 10-16
Product 20:25:18
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:8260 10-24
Product 10:45:01
Errata UTC
Red RHSA- 0 None None |None 2024-
Hat 2024:8425 10-31
Product 03:37:39
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:9097 11-12
Product 08:45:22
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:9098 11-12
Product 11:10:54
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:9102 11-12
Product 08:46:20
Errata uTC
Red RHSA- 0 None None |None 2024-
Hat 2024:9960 11-19
Product 01:54:44
Errata uTC

Pedro Sampaio 2024-04-12 18:25:41 UTC Description

The digest values, handled by the Go library
github.com/opencontainers/go-digest and used throughout the
Go-implemented containers ecosystem, are not always validated.
That allows attackers to trigger unexpected authenticated
registry accesses on behalf of a victim user, resource
exhaustion, local path traversal and other attacks.

References:

https://issues.redhat.com/browse/0CPBUGS-25269
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Vipul Nair  2024-06-03 07:03:14 UTC

Created apptainer tracking bugs for this issue:

Affects: epel-all [ bug—2284366 ]
Affects: fedora-all [ bug—2284369 ]

Created buildah tracking bugs for this issue:

Affects: fedora-all [ bug—22843768 ]

Created conmon tracking bugs for this issue:

Affects: fedora-all [ bug—228437% ]

Created containers-common tracking bugs for this issue:

Affects: fedora-all [ bug—2284386 ]

Created cri-o tracking bugs for this issue:

Affects: fedora-all [ bug—22843+2 ]

Created cri-o0:1.21/cri-o tracking bugs

Affects: epel-all [ bug 2284367 ]

Created cri-o:1.22/cri-o tracking bugs

Affects: fedora-all [ bug—22843+%3 ]

Created cri-o0:1.23/cri-o tracking bugs

Affects: fedora-all [ bug—2284374 ]

Created cri-o0:1.24/cri-o tracking bugs

Affects: fedora-all [ bug—22843%5 ]

Created cri-o:1.25/cri-o tracking bugs

Affects: fedora-all [ bug—22843%6 ]

Created cri-o0:1.26/cri-o tracking bugs

Affects: fedora-all [ bug—22843+% ]

Created cri-o0:1.27/cri-o tracking bugs

Affects: fedora-all [ bug—22843%8 ]

Created osbuild-composer tracking bugs
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Affects: fedora-all [ bug—2284379 ]

Created podman tracking bugs for this issue:

Affects: fedora-all [ bug—2284386 ]

Created podman-tui tracking bugs for this issue:

Affects: fedora-all [ bug—228438% ]

Created prometheus-podman-exporter tracking bugs for this
issue:

Affects: fedora-all [ bug—2284382 ]

Created singularity-ce tracking bugs for this issue:
Affects: epel-all [ bug—2284368 |

Affects: fedora-all [ bug—2284383 ]

Created skopeo tracking bugs for this issue:

Affects: fedora-all [ bug—2284384 ]

Created source-to-image tracking bugs for this issue:
Affects: fedora-all [ bug—2284385 ]

errata-xmirpc  2024-06-27 13:00:49 UTC Comment 10
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This issue has been addressed in the following products:

Red Hat OpenShift Container Platform 4.16

Via RHSA-2024:0045 https://access.redhat.com/errata/RHSA-
2024:0045

errata-xmlrpc  2024-07-03 11:42:25 UTC Comment 11

This issue has been addressed in the following products:

Red Hat OpenShift Container Platform 4.16

Via RHSA-2024:4159 https://access.redhat.com/errata/RHSA-
2024:4159

https://bugzilla.redhat.com/show_bug.cgi?id=2274767
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errata-xmlrpc ~ 2024-07-24 18:53:16 UTC Comment 20

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.16

Via RHSA-2024:4613 https://access.redhat.com/errata/RHSA-
2024:4613

errata-xmirpc  2024-07-31 00:29:34 UTC Comment 21

This issue has been addressed in the following products:
Red Hat OpensShift Container Platform 4.15

Via RHSA-2024:4850 https://access.redhat.com/errata/RHSA-
2024:4850

errata-xmirpc  2024-08-07 10:52:14 UTC Comment 22

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.14

Via RHSA-2024:4960 https://access.redhat.com/errata/RHSA-
2024:4960

errata-xmlrpc  2024-08-13 00:38:27 UTC Comment 23

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8

Via RHSA-2024:5258 https://access.redhat.com/errata/RHSA-
2024:5258

errata-xmirpc  2024-08-28 16:28:54 UTC Comment 24

This issue has been addressed in the following products:
RHEL-9-CNV-4.15

Via RHSA-2024:5951 https://access.redhat.com/errata/RHSA-
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2024:5951

errata-xmirpc  2024-08-29 18:30:55 UTC Comment 25

This issue has been addressed in the following products:
Red Hat Advanced Cluster Security 4.4

Via RHSA-2024:6054 https://access.redhat.com/errata/RHSA-
2024:6054

errata-xmlrpc  2024-09-16 18:27:01 UTC Comment 26

This issue has been addressed in the following products:
Red Hat Advanced Cluster Security 4.5

Via RHSA-2024:6708 https://access.redhat.com/errata/RHSA-
2024:6708

errata-xmirpc  2024-09-24 15:28:04 UTC Comment 27

This issue has been addressed in the following products:
Red Hat OpensShift Container Platform 4.16

Via RHSA-2024:6824 https://access.redhat.com/errata/RHSA-
2024:6824

errata-xmirpc  2024-09-26 03:47:41 UTC Comment 28

This issue has been addressed in the following products:
Red Hat Migration Toolkit for Containers 1.8

Via RHSA-2024:7164 https://access.redhat.com/errata/RHSA-
2024:7164

errata-xmlrpc  2024-10-01 17:30:34 UTC Comment 29
This issue has been addressed in the following products:
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Red Hat OpenShift Container Platform 4.17

Via RHSA-2024:3718 https://access.redhat.com/errata/RHSA-
2024:3718

errata-xmlrpc  2024-10-02 05:28:24 UTC Comment 30

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.16

Via RHSA-2024:7174 https://access.redhat.com/errata/RHSA-
2024:7174

errata-xmirpc  2024-10-02 06:04:11 UTC Comment 31

This issue has been addressed in the following products:
Red Hat OpensShift Container Platform 4.15

Via RHSA-2024:7182 https://access.redhat.com/errata/RHSA-
2024:7182

errata-xmlrpc  2024-10-03 11:20:32 UTC Comment 32

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.14

Via RHSA-2024:7187 https://access.redhat.com/errata/RHSA-
2024:7187

errata-xmlrpc  2024-10-16 02:40:30 UTC Comment 34

This issue has been addressed in the following products:
Red Hat Openshift Container Platform 4.17

Via RHSA-2024:7922 https://access.redhat.com/errata/RHSA-
2024:7922

errata-xmirpc  2024-10-16 20:25:14 UTC Comment 35
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This issue has been addressed in the following products:

Red Hat OpenShift Container Platform 4.13
Ironic content for Red Hat OpenShift Container Platform 4.13

Via RHSA-2024:7941 https://access.redhat.com/errata/RHSA-

2024:7941
Comment hidden (spam) Comment 36
errata-xmlrpc  2024-10-24 10:44:57 UTC Comment 37

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.16

Via RHSA-2024:8260 https://access.redhat.com/errata/RHSA-
2024:8260

errata-xmirpc  2024-10-31 03:37:35 UTC Comment 38

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.15

Via RHSA-2024:8425 https://access.redhat.com/errata/RHSA-
2024:8425

errata-xmirpc  2024-11-12 08:45:18 UTC Comment 39

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2024:9097 https://access.redhat.com/errata/RHSA-
2024:9097

errata-xmlrpc  2024-11-12 08:46:15 UTC Comment 40

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2024:9102 https://access.redhat.com/errata/RHSA-
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https://access.redhat.com/errata/RHSA-2024:7941
https://access.redhat.com/errata/RHSA-2024:7941
https://access.redhat.com/errata/RHSA-2024:8260
https://access.redhat.com/errata/RHSA-2024:8260
https://access.redhat.com/errata/RHSA-2024:8425
https://access.redhat.com/errata/RHSA-2024:8425
https://access.redhat.com/errata/RHSA-2024:9097
https://access.redhat.com/errata/RHSA-2024:9097
https://access.redhat.com/errata/RHSA-2024:9102

4/3/26, 11:29 PM 2274767 - (CVE-2024-3727) CVE-2024-3727 containers/image: digest type does not guarantee valid type
2024:9102

errata-xmirpc  2024-11-12 11:10:49 UTC Comment 41

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2024:9098 https://access.redhat.com/errata/RHSA-
2024:9098

errata-xmlrpc  2024-11-19 01:54:39 UTC Comment 42

This issue has been addressed in the following products:
OADP-1.3-RHEL-9

Via RHSA-2024:9960 https://access.redhat.com/errata/RHSA-

2024:9960
Comment hidden (spam) Comment 44
Comment hidden (spam) Comment 45
Comment hidden (spam) Comment 46
errata-xmlrpc  2025-02-25 04:38:18 UTC Comment 47

This issue has been addressed in the following products:
Red Hat OpenShift Container Platform 4.18

Via RHSA-2024:6122 https://access.redhat.com/errata/RHSA-
2024:6122

Note
You need to log in before you can comment on or make changes to this bug.
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https://access.redhat.com/errata/RHSA-2024:9102
https://access.redhat.com/errata/RHSA-2024:9098
https://access.redhat.com/errata/RHSA-2024:9098
https://access.redhat.com/errata/RHSA-2024:9960
https://access.redhat.com/errata/RHSA-2024:9960
https://access.redhat.com/errata/RHSA-2024:6122
https://access.redhat.com/errata/RHSA-2024:6122
https://bugzilla.redhat.com/show_bug.cgi?id=2274767&GoAheadAndLogIn=1

4/3/26, 11:29 PM 2274767 - (CVE-2024-3727) CVE-2024-3727 containers/image: digest type does not guarantee valid type

SREC &
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https://bugzilla.redhat.com/show_bug.cgi?format=multiple&id=2274767
https://bugzilla.redhat.com/show_bug.cgi?format=multiple&id=2274767
https://bugzilla.redhat.com/show_bug.cgi?ctype=xml&id=2274767
https://bugzilla.redhat.com/show_bug.cgi?ctype=xml&id=2274767
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2274767
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2274767
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2274767&lite=1
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2274767&lite=1
https://bugzilla.redhat.com/buglist.cgi?bug_id=2274767&bug_id_type=anddependson&format=tvp
https://bugzilla.redhat.com/buglist.cgi?bug_id=2274767&bug_id_type=anddependson&format=tvp

