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2330676 - (CVE-2024-12088) CVE-2024-12088 rsync: --safe-links option bypass leads to path traversal
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Bug 2330676 (CVE-2024-12088) - CVE-2024-12088 rsync: --safe-links option bypass
leads to path traversal
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Product 15:13:47
Errata uTC
Red RHBA- 0 None None |None 2025-
Hat 2025:2807 03-13
Product 16:38:27
Errata uTC
Red RHBA- 0 None None |None 2025-
Hat 2025:2921 03-17
Product 14:43:02
Errata uTC
Red RHBA- 0 None None |None 2025-
Hat 2025:3083 03-20
Product 14:33:41
Errata uTC
Red RHBA- 0 None None |None 2025-
Hat 2025:7930 05-19
Product 06:56:11
Errata uTC
Red RHSA- 0 None None |None 2025-
Hat 2025:2600 03-11
Product 00:17:21
Errata uTC
Red RHSA- 0 None None |None 2025-
Hat 2025:7050 05-13
Product 09:47:05
Errata uTC
OSIDB Bzimport @ 2024-12-05 21:59:54 UTC Description

rsync --safe-links options fail to verify whether a symbolic
link destination contains another symbolic link with it
leading to a path traversal vulnerability

errata-xmirpc  2025-03-11 00:17:20 UTC Comment 2

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8

Via RHSA-2025:2600 https://access.redhat.com/errata/RHSA-
2025:2600

errata-xmlrpc  2025-05-13 09:47:04 UTC Comment 4

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2025:7050 https://access.redhat.com/errata/RHSA-
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Note
(You need to log in before you can comment on or make changes to this bug.
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