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Bug 2345253 (CVE-2025-26599) - CVE-2025-26599 xorg: xwayland: Use of uninitialized

pointer in compRedirectWindow()
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The function compCheckRedirect() may fail if it cannot
allocate the backing

pixmap. In that case, compRedirectWindow() will return a
BadAlloc error

without the validation of the window tree marked just before,
which leaves

the validate data partly initialized, and the use of an

uninitialized

pointer

later.

errata-xmirpc  2025-03-10 12:36:56 UTC Comment 1

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2025:2500 https://access.redhat.com/errata/RHSA-
2025:2500

errata-xmlrpc ~ 2025-03-10 12:46:05 UTC Comment 2

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8

Via RHSA-2025:2502 https://access.redhat.com/errata/RHSA-
2025:2502

errata-xmirpc  2025-03-17 01:13:57 UTC Comment 3

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8.2 Advanced Update Support

Via RHSA-2025:2866 https://access.redhat.com/errata/RHSA-
2025:2866

errata-xmlrpc  2025-03-17 01:27:45 UTC Comment 4

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8.8 Extended Update Support

Via RHSA-2025:2862 https://access.redhat.com/errata/RHSA-
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2025:2862

errata-xmirpc  2025-03-17 01:28:50 UTC Comment 5

This issue has been addressed in the following products:
Red Hat Enterprise Linux 7 Extended Lifecycle Support

Via RHSA-2025:2861 https://access.redhat.com/errata/RHSA-
2025:2861

errata-xmlrpc  2025-03-17 01:36:07 UTC Comment 6

This issue has been addressed in the following products:

Red Hat Enterprise Linux 8.4 Advanced Mission Critical
Update Support

Red Hat Enterprise Linux 8.4 Telecommunications Update
Service

Red Hat Enterprise Linux 8.4 Update Services for SAP
Solutions

Via RHSA-2025:2865 https://access.redhat.com/errata/RHSA-
2025:2865

errata-xmlrpc  2025-03-17 01:37:41 UTC Comment 7

This issue has been addressed in the following products:

Red Hat Enterprise Linux 9.0 Update Services for SAP
Solutions

Via RHSA-2025:2873 https://access.redhat.com/errata/RHSA-
2025:2873

errata-xmirpc  2025-03-17 01:44:04 UTC Comment 8

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.4 Extended Update Support

Via RHSA-2025:2875 https://access.redhat.com/errata/RHSA-
2025:2875
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errata-xmlrpc  2025-03-17 01:46:09 UTC Comment 9

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.2 Extended Update Support

Via RHSA-2025:2874 https://access.redhat.com/errata/RHSA-
2025:2874

errata-xmirpc  2025-03-17 03:11:19 UTC Comment 10

This issue has been addressed in the following products:
Red Hat Enterprise Linux 7 Extended Lifecycle Support

Via RHSA-2025:2879 https://access.redhat.com/errata/RHSA-
2025:2879

errata-xmlrpc  2025-03-17 04:20:05 UTC Comment 11

This issue has been addressed in the following products:

Red Hat Enterprise Linux 8.6 Advanced Mission Critical
Update Support

Red Hat Enterprise Linux 8.6 Update Services for SAP
Solutions

Red Hat Enterprise Linux 8.6 Telecommunications Update
Service

Via RHSA-2025:2880 https://access.redhat.com/errata/RHSA-
2025:2880

errata-xmlrpc  2025-04-17 06:35:53 UTC Comment 14

This issue has been addressed in the following products:

Red Hat Enterprise Linux 6 Extended Lifecycle Support -
EXTENSION

Via RHSA-2025:3976 https://access.redhat.com/errata/RHSA-
2025:3976

errata-xmirpc  2025-05-13 10:14:12 UTC Comment 15
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This issue has been addressed in the following products:

Red Hat Enterprise Linux 9

Via RHSA-2025:7163 https://access.redhat.com/errata/RHSA-
2025:7163

errata-xmlrpc ~ 2025-05-13 10:15:13 UTC Comment 16

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2025:7165 https://access.redhat.com/errata/RHSA-
2025:7165

errata-xmirpc  2025-05-13 15:55:08 UTC Comment 17

This issue has been addressed in the following products:
Red Hat Enterprise Linux 10

Via RHSA-2025:7458 https://access.redhat.com/errata/RHSA-
2025:7458

Note
You need to log in before you can comment on or make changes to this bug.
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