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Bug 2347319 (CVE-2025-1634) - CVE-2025-1634 io.quarkus:quarkus-resteasy: Memory
Leak in Quarkus RESTEasy Classic When Client Requests Timeout
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Component: vulnerability  
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  2025-02-24 14:33:37 UTC

This vulnerability affects all currently maintained versions 
of the quarkus-resteasy extension. Applications exposing REST 
endpoints using this extension are susceptible to attacks 
where an adversary can intentionally cause client timeouts, 
leading to memory exhaustion and application failure. The 
issue has been addressed in a recent fix, and users are 
advised to update their dependencies accordingly.

 2025-02-27 13:16:22 UTC

This issue has been addressed in the following products:

  Red Hat build of Quarkus 3.15.3.SP1

Via RHSA-2025:1885 https://access.redhat.com/errata/RHSA-
2025:1885

 2025-02-27 15:15:09 UTC

This issue has been addressed in the following products:

  Red Hat build of Quarkus 3.8.6.SP3

Via RHSA-2025:1884 https://access.redhat.com/errata/RHSA-
2025:1884

 2025-03-03 13:23:28 UTC

This issue has been addressed in the following products:

  Red Hat Build of Apache Camel 4.8 for Quarkus 3.15
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Via RHSA-2025:2067 https://access.redhat.com/errata/RHSA-
2025:2067

 2025-06-30 13:17:11 UTC

This issue has been addressed in the following products:

  Streams for Apache Kafka 2.9.1

Via RHSA-2025:9922 https://access.redhat.com/errata/RHSA-
2025:9922

 2025-08-01 17:43:12 UTC

This issue has been addressed in the following products:

  Streams for Apache Kafka 3.0.0

Via RHSA-2025:12511 https://access.redhat.com/errata/RHSA-
2025:12511

 2025-12-16 23:13:48 UTC

This issue has been addressed in the following products:

  Streams for Apache Kafka 3.1.0

Via RHSA-2025:23417 https://access.redhat.com/errata/RHSA-
2025:23417

Note

You need to log in before you can comment on or make changes to this bug.
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