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Bug 2357069 (CVE-2025-32052) - CVE-2025-32052 libsoup: Heap buffer overflow in
sniff_unknown()
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OSIDB Bzimport @ 2025-04-03 01:43:32 UTC Description

libsoup prior to version 3.6.1 is vulnerable to a heap buffer
over-read in the content sniffer's sniff_unknown() function.
libsoup clients may read out of bounds in response to a
crafted HTTP response sent by an HTTP server.

errata-xmirpc  2025-05-05 01:20:33 UTC Comment 3

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.4 Extended Update Support

Via RHSA-2025:4440 https://access.redhat.com/errata/RHSA-
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errata-xmirpc  2025-05-06 07:06:54 UTC Comment 4

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.2 Extended Update Support

Via RHSA-2025:4508 https://access.redhat.com/errata/RHSA-
2025:4508

errata-xmlrpc  2025-05-06 15:32:41 UTC Comment 5

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8

Via RHSA-2025:4560 https://access.redhat.com/errata/RHSA-
2025:4560

errata-xmirpc  2025-05-06 16:39:39 UTC Comment 6

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8.8 Extended Update Support

Via RHSA-2025:4568 https://access.redhat.com/errata/RHSA-
2025:4568

errata-xmlrpc  2025-05-13 11:57:47 UTC Comment 7

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2025:7436 https://access.redhat.com/errata/RHSA-
2025:7436

errata-xmlrpc  2025-05-29 06:38:44 UTC Comment 8
This issue has been addressed in the following products:
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Red Hat Enterprise Linux 8

Via RHSA-2025:8292 https://access.redhat.com/errata/RHSA-
2025:8292

Note
TYou need to log in before you can comment on or make changes to this bug.
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