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Bug 2359358 (CVE-2025-32914) - CVE-2025-32914 libsoup: OOB Read on libsoup
through function "soup_multipart_new_from_message" in soup-multipart.c leads to

crash or exit of process
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Description

libsoup is vulnerable to an out of bounds read
in “soup_multipart_new_from_message() .
client may
induce the libsoup server to read out of bounds.
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errata-xmlrpc  2025-05-13 16:00:49 UTC Comment 2

This issue has been addressed in the following products:
Red Hat Enterprise Linux 10

Via RHSA-2025:7505 https://access.redhat.com/errata/RHSA-
2025:7505

errata-xmirpc  2025-05-26 06:40:05 UTC Comment 3

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9

Via RHSA-2025:8126 https://access.redhat.com/errata/RHSA-
2025:8126

errata-xmirpc  2025-05-26 08:44:28 UTC Comment 4

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8

Via RHSA-2025:8132 https://access.redhat.com/errata/RHSA-
2025:8132

errata-xmlrpc ~ 2025-05-26 10:53:10 UTC Comment 5

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.4 Extended Update Support

Via RHSA-2025:8139 https://access.redhat.com/errata/RHSA-
2025:8139

errata-xmirpc  2025-05-26 11:04:59 UTC Comment 6

This issue has been addressed in the following products:
Red Hat Enterprise Linux 9.2 Extended Update Support

Via RHSA-2025:8140 https://access.redhat.com/errata/RHSA-
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errata-xmirpc  2025-05-28 07:58:32 UTC Comment 7

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8.8 Extended Update Support

Via RHSA-2025:8252 https://access.redhat.com/errata/RHSA-
2025:8252

errata-xmlrpc  2025-06-04 03:31:33 UTC Comment 8

This issue has been addressed in the following products:

Red Hat Enterprise Linux 9.0 Update Services for SAP
Solutions

Via RHSA-2025:8481 https://access.redhat.com/errata/RHSA-
2025:8481

errata-xmirpc  2025-06-04 03:38:43 UTC Comment 9

This issue has been addressed in the following products:
Red Hat Enterprise Linux 8.2 Advanced Update Support

Via RHSA-2025:8480 https://access.redhat.com/errata/RHSA-
2025:8480

errata-xmlrpc  2025-06-04 03:40:16 UTC Comment 10

This issue has been addressed in the following products:

Red Hat Enterprise Linux 8.6 Advanced Mission Critical
Update Support

Red Hat Enterprise Linux 8.6 Update Services for SAP
Solutions

Red Hat Enterprise Linux 8.6 Telecommunications Update
Service

Via RHSA-2025:8482 https://access.redhat.com/errata/RHSA-
2025:8482
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errata-xmlrpc  2025-06-09 09:53:24 UTC Comment 12

This issue has been addressed in the following products:

Red Hat Enterprise Linux 8.4 Advanced Mission Critical
Update Support

Via RHSA-2025:8663 https://access.redhat.com/errata/RHSA-
2025:8663

errata-xmirpc  2025-06-17 12:03:23 UTC Comment 13

This issue has been addressed in the following products:
Red Hat Enterprise Linux 7 Extended Lifecycle Support

Via RHSA-2025:9179 https://access.redhat.com/errata/RHSA-
2025:9179

errata-xmlrpc  2025-11-18 05:58:51 UTC Comment 18

This issue has been addressed in the following products:
Red Hat Enterprise Linux 7 Extended Lifecycle Support

Via RHSA-2025:21657 https://access.redhat.com/errata/RHSA-
2025:21657

Note
You need to log in before you can comment on or make changes to this bug.
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