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Bug 2368600 (CVE-2025-5222) - CVE-2025-5222 icu: Stack buffer overflow in the
SRBRoot::addTag function
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  2025-05-26 14:41:53 UTC

A stack buffer overflow was found in ICU version 76.0.1. While 
running the genrb binary the 'subtag' struct is overflowed in 
SRBRoot::addTag function. This may lead to memory corruption 
and arbitrary code execution.

 2025-07-28 11:20:18 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 10

Via RHSA-2025:11888 https://access.redhat.com/errata/RHSA-
2025:11888

 2025-07-29 12:12:27 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9

Via RHSA-2025:12083 https://access.redhat.com/errata/RHSA-
2025:12083

 2025-07-31 04:28:47 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.2 Update Services for SAP 
Solutions

Via RHSA-2025:12331 https://access.redhat.com/errata/RHSA-
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 2025-07-31 04:47:49 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.0 Update Services for SAP 
Solutions

Via RHSA-2025:12333 https://access.redhat.com/errata/RHSA-
2025:12333

 2025-07-31 04:49:02 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.4 Extended Update Support

Via RHSA-2025:12332 https://access.redhat.com/errata/RHSA-
2025:12332

Note
You need to log in before you can comment on or make changes to this bug.
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