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Bug 2376300 (CVE-2025-7195) - CVE-2025-7195 operator-sdk: privilege escalation due to

incorrect permissions of /etc/passwd
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Description

Potential privilege escalation due to incorrect permissions of
/etc/passwd in Openshift containers and components. The
/etc/passwd file has bad permissions.The permissions of
/etc/passwd 664 due to which /etc/passwd is group writable and

can be used to escalate privileges to root.
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You need to log in before you can comment on or make changes to this bug.
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