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Bug 2393958 (CVE-2025-59089) - CVE-2025-59089 python-kdcproxy: Remote DoS via
unbounded TCP upstream buffering

Keywords:

Status: NEW

Alias: CVE-2025-59089

Deadline: 2025-11-12

Product: Security Response

Component: vulnerability  

Version: unspecified

Hardware: All

OS: Linux

Priority: medium

Severity: medium

Target Milestone: ---

Assignee:

QA Contact:

Docs Contact:

URL:
Whiteboard:

Depends On: 2414552  2414553  2415860

Blocks:
TreeView+ depends on / blocked

 

Reported: 2025-09-08 21:41 UTC by

Modified: 2025-12-09 22:20 UTC (History)

CC List: 1 user (show)

Fixed In Version:
Clone Of:

Environment:
Last Closed:
Embargoed:

Attachments (Terms of Use)
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Comment 3

Comment 4

Comment 5

Comment 6

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 10.0 Extended Update Support

Via RHSA-2025:21141 https://access.redhat.com/errata/RHSA-
2025:21141

 2025-11-12 15:22:31 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 10

Via RHSA-2025:21142 https://access.redhat.com/errata/RHSA-
2025:21142

 2025-11-12 16:14:10 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9

Via RHSA-2025:21139 https://access.redhat.com/errata/RHSA-
2025:21139

 2025-11-12 16:27:03 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.6 Extended Update Support

Via RHSA-2025:21138 https://access.redhat.com/errata/RHSA-
2025:21138

 2025-11-12 17:45:48 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8

Via RHSA-2025:21140 https://access.redhat.com/errata/RHSA-
2025:21140
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Comment 7

Comment 8

Comment 9

Comment 10

Comment 11

 2025-11-17 06:14:55 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.2 Update Services for SAP 
Solutions

Via RHSA-2025:21448 https://access.redhat.com/errata/RHSA-
2025:21448

 2025-11-19 08:11:07 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.4 Extended Update Support

Via RHSA-2025:21748 https://access.redhat.com/errata/RHSA-
2025:21748

 2025-11-20 05:55:53 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 9.0 Update Services for SAP 
Solutions

Via RHSA-2025:21806 https://access.redhat.com/errata/RHSA-
2025:21806

 2025-11-20 08:01:42 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.2 Advanced Update Support

Via RHSA-2025:21821 https://access.redhat.com/errata/RHSA-
2025:21821

 2025-11-20 08:05:53 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.4 Advanced Mission Critical 
Update Support
  Red Hat Enterprise Linux 8.4 Extended Update Support Long-
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Comment 12

Comment 13

Comment 14

     

Life Add-On

Via RHSA-2025:21820 https://access.redhat.com/errata/RHSA-
2025:21820

 2025-11-20 08:07:49 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.6 Advanced Mission Critical 
Update Support
  Red Hat Enterprise Linux 8.6 Update Services for SAP 
Solutions
  Red Hat Enterprise Linux 8.6 Telecommunications Update 
Service

Via RHSA-2025:21819 https://access.redhat.com/errata/RHSA-
2025:21819

 2025-11-20 08:08:11 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 8.8 Update Services for SAP 
Solutions
  Red Hat Enterprise Linux 8.8 Telecommunications Update 
Service

Via RHSA-2025:21818 https://access.redhat.com/errata/RHSA-
2025:21818

 2025-12-09 22:20:32 UTC

This issue has been addressed in the following products:

  Red Hat Enterprise Linux 7 Extended Lifecycle Support

Via RHSA-2025:22982 https://access.redhat.com/errata/RHSA-
2025:22982

Note

You need to log in before you can comment on or make changes to this bug.
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