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Bug 2417581 (CVE-2025-13763) - CVE-2025-13763 libopensc: opensc: Multiple uses of
uninitialized variable
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Description

Multiple issues with uninitialized variables were found in
libopensc that may lead to information disclosure or
application crash. An attack requires a crafted USB device or
smart card that would present the system with specially
crafted responses to the APDUs

https://bugzilla.redhat.com/show_bug.cgi?id=2417581


https://bugzilla.redhat.com/show_bug.cgi?format=multiple&id=2417581
https://bugzilla.redhat.com/show_bug.cgi?format=multiple&id=2417581
https://bugzilla.redhat.com/show_bug.cgi?ctype=xml&id=2417581
https://bugzilla.redhat.com/show_bug.cgi?ctype=xml&id=2417581
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2417581
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2417581
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2417581&lite=1
https://bugzilla.redhat.com/enter_bug.cgi?cloned_bug_id=2417581&lite=1
https://bugzilla.redhat.com/buglist.cgi?bug_id=2417581&bug_id_type=anddependson&format=tvp
https://bugzilla.redhat.com/buglist.cgi?bug_id=2417581&bug_id_type=anddependson&format=tvp
https://bugzilla.redhat.com/show_bug.cgi?id=2417581
https://access.redhat.com/security/cve/CVE-2025-13763
https://bugzilla.redhat.com/describekeywords.cgi
https://bugzilla.redhat.com/page.cgi?id=fields.html#bug_status
https://bugzilla.redhat.com/page.cgi?id=fields.html#alias
https://bugzilla.redhat.com/describecomponents.cgi
https://bugzilla.redhat.com/describecomponents.cgi?product=Security%20Response
https://bugzilla.redhat.com/buglist.cgi?component=vulnerability&product=Security%20Response
https://bugzilla.redhat.com/buglist.cgi?component=vulnerability&product=Security%20Response
https://bugzilla.redhat.com/enter_bug.cgi?component=vulnerability&product=Security%20Response&version=unspecified
https://bugzilla.redhat.com/enter_bug.cgi?component=vulnerability&product=Security%20Response&version=unspecified
https://bugzilla.redhat.com/page.cgi?id=fields.html#version
https://bugzilla.redhat.com/page.cgi?id=fields.html#rep_platform
https://bugzilla.redhat.com/page.cgi?id=fields.html#op_sys
https://bugzilla.redhat.com/page.cgi?id=fields.html#priority
https://bugzilla.redhat.com/page.cgi?id=fields.html#bug_severity
https://bugzilla.redhat.com/page.cgi?id=fields.html#target_milestone
https://bugzilla.redhat.com/page.cgi?id=fields.html#assigned_to
https://bugzilla.redhat.com/page.cgi?id=fields.html#qa_contact
https://bugzilla.redhat.com/page.cgi?id=fields.html#docs_contact
https://bugzilla.redhat.com/page.cgi?id=fields.html#bug_file_loc
https://bugzilla.redhat.com/page.cgi?id=fields.html#status_whiteboard
https://bugzilla.redhat.com/page.cgi?id=fields.html#dependson
https://bugzilla.redhat.com/show_bug.cgi?id=2461110
https://bugzilla.redhat.com/show_bug.cgi?id=2461111
https://bugzilla.redhat.com/page.cgi?id=fields.html#blocked
https://bugzilla.redhat.com/buglist.cgi?bug_id=2417581&bug_id_type=anddependson&format=tvp
https://bugzilla.redhat.com/buglist.cgi?bug_id=2417581&bug_id_type=andblocked&format=tvp&tvp_dir=blocked
https://bugzilla.redhat.com/page.cgi?id=fields.html#reporter
https://bugzilla.redhat.com/page.cgi?id=fields.html#modified
https://bugzilla.redhat.com/show_activity.cgi?id=2417581
https://bugzilla.redhat.com/page.cgi?id=fields.html#cclist
https://bugzilla.redhat.com/page.cgi?id=terms-conditions.html
https://bugzilla.redhat.com/page.cgi?id=terms-conditions.html
https://bugzilla.redhat.com/page.cgi?id=terms-conditions.html
javascript:void(0)

4/26/26, 1:43 PM 2417581 - (CVE-2025-13763) CVE-2025-13763 libopensc: opensc: Multiple uses of uninitialized variable
Note
You need to log in before you can comment on or make changes to this bug.
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