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Bug 2436982 (CVE-2026-0968) - CVE-2026-0968 libssh: libssh: Denial of Service due to
malformed SFTP message
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OSIDB Bzimport @ 2026-02-04 23:48:10 UTC Description

A malicious SFTP server can send malformed longname field of

the

"SSH_FXP_NAME™ message (file listing). Due to the missing NULL
check,

the libssh could read beyond the buffer bounds on heap,
causing

unexpected behavior or crashes.
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Note
You need to log in before you can comment on or make changes to this bug.
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