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Bug 2442572 (CVE-2026-3190) - CVE-2026-3190 keycloak: Keycloak: Information
Disclosure via improper role enforcement in UMA 2.0 Protection API
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OSIDB Bzimport @ 2026-02-25 08:34:37 UTC Description

Summary

The UMA 2.0 Protection API endpoint for permission tickets
fails to enforce the uma_protection role check. This allows
any authenticated user with a token issued for a resource
server client to enumerate all permission tickets in the
system.

Requirements to exploit:

An attacker must possess a valid, authenticated user token for
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a resource server client that lacks the uma_protection role.

Note
You need to log in before you can comment on or make changes to this bug.
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