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Bug 2445762 (CVE-2026-3832) - CVE-2026-3832 gnutls: gnutls: Security bypass allows
acceptance of revoked server certificates via crafted OCSP response [NEEDINFO]
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Description

ghutls matches a stapled ocsp response to the server
certificate by scanning SingleResponse records, but then reads
cert_status from record index 0 unconditionally. when a multi-
record ocsp response is stapled such that record 0 is for a
different certificate (good) and the matching record for the
server certificate is later (revoked), a client with ocsp
verification enabled can accept a revoked server certificate.
this is observable as an order-dependent accept/reject outcome

for the same revoked server certificate.
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Note
‘7You need to log in before you can comment on or make changes to this bug.
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