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puppetlabs-cinder / manifests / base.pp as used in OpenStack
packstack uses

unsafe file permissions (mode 0644) for various config files
(cinder.conf and

api-paste.ini) which can result in authorization credentials
being exposed to

local attackers.

External references:
https://github.com/puppetlabs/puppetlabs-

cinder/blob/master/manifests/base.pp#L31
mode => '0644',

KurtSeifried 2013-02-08 05:48:51 UTC Comment 3

Fix for this issue:

https://github.com/puppetlabs/puppetlabs-
cinder/commit/7da792fbd40cOebeaeleec093aa®0e®bl77bd2ebc

Derek Higgins 2013-02-08 13:20:15 UTC Comment 4

This covers cinder.conf but I think api-paste.ini should also
be included. It contains the cinder auth credentials for

keystone.
Murray-MeAttister 2013-02-24 21:49:35 UTC Comment 5
Acknowledgements:

This issue was discovered by Derek Higgins of the Red Hat
OpenStack team.

errata-xmirpc  2013-03-05 21:03:31 UTC Comment 6

This issue has been addressed in following products:
OpenStack Folsom for RHEL 6

Via RHSA-2013:0595 https://rhn.redhat.com/errata/RHSA-2013-
0595.html
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Note
You need to log in before you can comment on or make changes to this bug.
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