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SUMMARY

Apache Camel: Unsafe Java deserialization in camel-consul ConsulRegistry allows arbitrary code
execution via malicious values read from the Consul KV store

VERSIONS AFFECTED
From 3.0.0 before 4.14.6 and from 4.15.0 before 4.18.1

VERSIONS FIXED
4.14.6,4.18.1 and 4.19.0

DESCRIPTION

The ConsulRegistry in the camel-consul component (class
org.apache.camel.component.consul.ConsulRegistry and its inner ConsulRegistryUtils.deserialize
method) read Java-serialized values from the Consul KV store and passed them to
ObjectinputStream.readObject() without configuring an ObjectinputFilter. An attacker who can write to
the Consul KV store backing a Camel ConsulRegistry instance could inject a malicious serialized Java
object that is deserialized the next time Camel performs a lookup against that registry, leading to
arbitrary code execution in the Camel process. The issue mirrors the class of vulnerability already
addressed for other Camel components in CVE-2024-22369, CVE-2024-23114 and CVE-2026-25747,
and was overlooked during the original remediation of those CVEs.

NOTES

The JIRA ticket: hitps.//issues.apache.org/jira/browse/CAMEL-23029 refers to the commits that
resolved the issue and has more details. The vulnerability is of the same class as CVE-2024-22369,
CVE-2024-23114 and CVE-2026-25747: a Camel component reads Java-serialized bytes from a backing
store and passes them to ObjectinputStream.readObject() without any class allowlist, so an attacker
who can influence the bytes in that store can trigger arbitrary code execution via a gadget chain. In
camel-consul, the affected path is ConsulRegistry.lookupByName (and transitively
lookupByNameAndType, findByTypeWithName and findByType), which reads a Base64-encoded Java-
serialized object from the Consul key/value store and deserializes it.

MITIGATION
Users are recommended to upgrade to version 4.19.0, which fixes the issue. If users are on the 4.14.x
LTS releases stream, then they are suggested to upgrade to 4.14.6. If users are on the 4.18.x releases
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stream, then they are suggested to upgrade to 4.18.1.

CREDIT

This issue was discovered and fixed by Andrea Cosentino of Apache Software Foundation

REFERENCES

PGP signed advisory data: CVE-2026-27172.txt.asc
Mitre CVE Entry: https://www.cve.org/CVERecord?id=CVE-2026-27172
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