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CVE ID CVE-2025-13605(https://www.cve.org/CVERecord?id=CVE-2025-13605)

Publication date 04 May 2026

Vendor 3onedata
Product GW1101-1D(RS-485)-TB-P
Vulnerable

. All before 3.0.59B2024080600R4353
versions

Vulnerability type Improper Neutralization of Special Elements used in an OS Command ('OS

(CWE) Command Injection') (CWE-78(https://cwe.mitre.org/data/definitions/78.html))
Report source Report to CERT Polska
Description

CERT Polska has received a report about vulnerability in 3onedata GW1101-1D(RS-485)-TB-P modbus

gateways and participated in coordination of its disclosure.

The vulnerability CVE-2025-13605(https://www.cve.org/CVERecord?id=CVE-2025-13605): 3onedata
modbus gateway device model GW1101-1D(RS-485)-TB-P (hardware version V2.2.0) allows

authenticated users to execute arbitrary shell commands in the context of the root user by providing
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(7ayl ad in the "IP address" field of the diagnosis test tools. This issue has been resolved in firmware
'n 3.0.59B82024080600R4353

Credits

We thank Jarostaw Wawidrko and tukasz Rybak for the responsible vulnerability report.
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