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Vendor(s) WAGO GmbH & Co. KG

External ID VDE-2023-045

CSAF Document Download  ↗

Summary

An attacker with privileges can enumerate projects and usernames through an iterative

process, by making a request to a specific endpoint.

Impact

The vulnerability might result in disclosure of sensitive information.
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Affected Product(s)

Model no. Product name Affected versions

Smart Designer <=2.33.1

Vulnerabilities Expand / Collapse all

CVE-2023-5872  4.3

Remediation

A patch for the WAGO Smart Designer will be available with version 2.34.
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