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Summary

A security vulnerability has been identified in the Web-Based Management (WBM) function
when OpenVPN is enabled.

Impact

An authenticated attacker with high privileges can execute arbitrary shell commands on the
affected device, potentially leading to full system compromise.

https://certvde.com/de/advisories/VDE-2024-008 1/4


https://certvde.com/de/advisories/
https://wago.csaf-tp.certvde.com/.well-known/csaf/white/2026/vde-2024-008.json
https://certvde.com/de/service/rss-feeds/
https://certvde.com/de/service/cve-numbering-authority-cna/
https://certvde.com/de/service/schwachstelle-melden/
https://certvde.com/
https://certvde.com/

4/9/26, 4:58 PM

Wago: Vulnerability in WBM through Open VPN

Affected Product(s)

Model no.

0750-8107-7?7?7?7
=777

0750-8112-2222
2727

0751-9701

0752-8303/8000-
0002

0762-3407?

0762-4207-8000-
0007

0762-4307-8000-
0007?

0762-5207-8000-
0007?

0762-5307-8000-
0007?

0762-6207-8000-
0007

0762-6307-8000-
0007

750-8207-777?7
-7777

750-8217-7777
-7777

Product name

0750-810-xxxx-
XXXX

0750-811x-xxxx-
XXXX

0751-9x01

0752-8303-8000-
0002

0762-340x

0762-420x-8000-
000x

0762-430x-8000-
000x

0762-520x-8000-
000x

0762-530x-8000-
000x

0762-620x-8000-
000x

0762-630x-8000-
000x

750-820X-XxXXX-
XXXX

750-821x-XxXXX-~-
XXXX
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Affected versions

wago_os_linux 3.10.10, wago_os_linux
<=3.10.10

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux <=4.5.10, wago_os_linux
4510

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux <=4.5.10, wago_os_linux
4510

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

wago_os_linux <=4.5.10, wago_os_linux
4510

wago_os_linux <=4.5.10, wago_os_linux
4510

wago_os_linux 3.10.10, wago_os_linux
<=3.10.10

wago_os_linux 4.5.10, wago_os_linux
<=4.5.10

2/4



4/9/26, 4:58 PM Wago: Vulnerability in WBM through Open VPN

Vulnerabilities Expand / Collapse all
CVE-2024-1490 @72 v
Mitigation

The user is able to drop privileges of OpenVPN. How to do this is described in the Manual
"Cyber Security for Controller PFC100 / PFC200" at section 7.1.4. and in the product
manual.
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