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Wago: Vulnerability in WBM through Open VPN

VDE-2024-008
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Vendor(s) WAGO GmbH & Co. KG

External ID VDE-2024-008

CSAF Document Download  ↗

Summary

A security vulnerability has been identified in the Web-Based Management (WBM) function

when OpenVPN is enabled.

Impact

An authenticated attacker with high privileges can execute arbitrary shell commands on the

affected device, potentially leading to full system compromise.
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Affected Product(s)

Model no. Product name Affected versions

0750-810?-????

-????

0750-810-xxxx-

xxxx

wago_os_linux 3.10.10, wago_os_linux

<=3.10.10

0750-811?-????

-????

0750-811x-xxxx-

xxxx

wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0751-9?01 0751-9x01 wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0752-8303/8000-

0002

0752-8303-8000-

0002

wago_os_linux <=4.5.10, wago_os_linux

4.5.10

0762-340? 0762-340x wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0762-420?-8000-

000?

0762-420x-8000-

000x

wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0762-430?-8000-

000?

0762-430x-8000-

000x

wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0762-520?-8000-

000?

0762-520x-8000-

000x

wago_os_linux <=4.5.10, wago_os_linux

4.5.10

0762-530?-8000-

000?

0762-530x-8000-

000x

wago_os_linux 4.5.10, wago_os_linux

<=4.5.10

0762-620?-8000-

000?

0762-620x-8000-

000x

wago_os_linux <=4.5.10, wago_os_linux

4.5.10

0762-630?-8000-

000?

0762-630x-8000-

000x

wago_os_linux <=4.5.10, wago_os_linux

4.5.10

750-820?-????

-????

750-820x-xxxx-

xxxx

wago_os_linux 3.10.10, wago_os_linux

<=3.10.10

750-821?-????

-????

750-821x-xxxx-

xxxx

wago_os_linux 4.5.10, wago_os_linux

<=4.5.10
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Vulnerabilities Expand / Collapse all

CVE-2024-1490  7.2

Mitigation

The user is able to drop privileges of OpenVPN. How to do this is described in the Manual

"Cyber Security for Controller PFC100 / PFC200" at section 7.1.4. and in the product

manual.
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