3/30/26, 6:49 PM WAGO: Multiple Vulnerabilities in WAGO Solution Builder and WAGO Device Sphere

&3 N Feeds (CNA ) ( Melden )
VDE j —

< Zuriick zur Ubersicht

WAGO: Multiple Vulnerabilities in WAGO Solution
Builder and WAGO Device Sphere

VDE-2026-010

Last update 30.03.2026 09:00
Published at 30.03.2026 09:00
Vendor(s) WAGO GmbH & Co. KG
External ID VDE-2026-010

CSAF Document Download 2
Summary

Multiple vulnerabilities have been identified in WAGO Solution Builder and WAGO Device
Sphere that affect components responsible for authentication and system communication.
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The identified vulnerabilities could enable unauthorized parties to gain access to protected
system areas or bypass intended security controls. This may expose sensitive data and

reduce overall system trustworthiness if not promptly addressed.

Affected Product(s)

Model no. Product name
Device Sphere

Solution Builder

Vulnerabilities

CVE-2025-55315

CVE-2026-2328

Remediation

Affected versions
1.2.1, vers:generic/<1.2.2

2.4.1, vers:generic/<2.4.2
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Update to WAGO Device Sphere version 1.2.2. and WAGO Solution Builder version 2.4.2
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