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Summary

Multiple vulnerabilities have been discovered in MB connect line
mMbCONNECT24/mymbCONNECT24 that could allow RCE, SQLi or information leakage.

Impact

CVE-2026-33613 allows RCE resulting in full system compromise impacting confidentiality,
integrity, and availability. CVE-2026-33614 and CVE-2026-33616 allow unauthenticated SQLi
resulting in arbitrary read access to the complete database, while CVE-2026-33615 results in
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arbitrary write access to the user table. Lastly CVE-2026-33617 allows unauthenticated
access to some sensitive data.

Affected Product(s)

Model no. Product name Affected versions

MB connect line mbCONNECT24 Firmware <=2.19.4, Firmware 2.19.4

mymbCONNECT24 Firmware 2.19.4, Firmware <=2.19.4
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Remediation

Update the mbCONNECT24/mymbCONNECT24 instance to version 2.19.5.
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MB connect line GmbH thanks the following parties for their efforts:
e CERT@VDE for coordination (see https://certvde.com 7)

* Moritz Abrell, Christian Zaske from SySS GmbH for reporting (see
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