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mGuard devices

VDE-2024-039
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Vendor(s) Phoenix Contact GmbH & Co. KG

External ID VDE-2024-039

CSAF Document Download  ↗

Summary

Confidential data in HTTP query string of user requests.

Incomplete sanitation of user input in administrative web interface.

Impact
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Attackers can gain knowledge of confidential user data.

Attackers can escalate their privileges on the system.

Attackers can trigger covert misbehavior within several services.

Affected Product(s)

Model no. Product name Affected versions

1357828 FL MGUARD 2102 Firmware <10.4.1

1357850 FL MGUARD 2105 Firmware <10.4.1

1441187 FL MGUARD 4102 PCI Firmware <10.4.1

1357842 FL MGUARD 4102 PCIE Firmware <10.4.1

1357840 FL MGUARD 4302 Firmware <10.4.1

1357875 FL MGUARD 4305 Firmware <10.4.1

2702547 FL MGUARD CENTERPORT Firmware <8.9.3

2702820 FL MGUARD CENTERPORT VPN-1000 Firmware <8.9.3

2702884 FL MGUARD CORE TX Firmware <8.9.3

2702831 FL MGUARD CORE TX VPN Firmware <8.9.3

2700967 FL MGUARD DELTA TX/TX Firmware <8.9.3

2700968 FL MGUARD DELTA TX/TX VPN Firmware <8.9.3

2700197 FL MGUARD GT/GT Firmware <8.9.3

2700198 FL MGUARD GT/GT VPN Firmware <8.9.3

2701274 FL MGUARD PCI4000 Firmware <8.9.3

2701275 FL MGUARD PCI4000 VPN Firmware <8.9.3

2701277 FL MGUARD PCIE4000 Firmware <8.9.3

2701278 FL MGUARD PCIE4000 VPN Firmware <8.9.3
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Model no. Product name Affected versions

2700642 FL MGUARD RS2000 TX/TX VPN Firmware <8.9.3

2702139 FL MGUARD RS2000 TX/TX-B Firmware <8.9.3

2701875 FL MGUARD RS2005 TX VPN Firmware <8.9.3

2700634 FL MGUARD RS4000 TX/TX Firmware <8.9.3

2200515 FL MGUARD RS4000 TX/TX VPN Firmware <8.9.3

2702470 FL MGUARD RS4000 TX/TX-M Firmware <8.9.3

2702259 FL MGUARD RS4000 TX/TX-P Firmware <8.9.3

2701876 FL MGUARD RS4004 TX/DTX Firmware <8.9.3

2701877 FL MGUARD RS4004 TX/DTX VPN Firmware <8.9.3

2700640 FL MGUARD SMART2 Firmware <8.9.3

2700639 FL MGUARD SMART2 VPN Firmware <8.9.3

2903441 TC MGUARD RS2000 3G VPN Firmware <8.9.3

1010464 TC MGUARD RS2000 4G ATT VPN Firmware <8.9.3

2903588 TC MGUARD RS2000 4G VPN Firmware <8.9.3

1010462 TC MGUARD RS2000 4G VZW VPN Firmware <8.9.3

2903440 TC MGUARD RS4000 3G VPN Firmware <8.9.3

1010463 TC MGUARD RS4000 4G ATT VPN Firmware <8.9.3

2903586 TC MGUARD RS4000 4G VPN Firmware <8.9.3

1010461 TC MGUARD RS4000 4G VZW VPN Firmware <8.9.3

Vulnerabilities Expand / Collapse all
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CVE-2024-43388  8.8

CVE-2024-43387  8.8

CVE-2024-43386  8.8

CVE-2024-43385  8.8

CVE-2024-7699  8.8

CVE-2024-43384  8

CVE-2024-43393  6.5

CVE-2024-43392  6.5

CVE-2024-43391  6.5

CVE-2024-43390  6.5

CVE-2024-43389  6.5

CVE-2024-7698  5.7

Mitigation

Access to the administrative interfaces should be granted only to trustworthy users.
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Remediation

Phoenix Contact strongly recommends upgrading affected mGuard devices to firmware

version 8.9.3 / 10.4.1 or higher which fixes these vulnerabilities.
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